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ɸʅʅʆʊɸʎʀʗ 
 
ʅʘʩʪʦʷʱʝʝ ʨʫʢʦʚʦʜʩʪʚʦ ʦʧʝʨʘʪʦʨʘ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʦʟʥʘʢʦʤʣʝʥʠʷ ʩ 

ʚʦʟʤʦʞʥʦʩʪʷʤʠ ʠ ʧʨʠʥʮʠʧʘʤʠ ʨʘʙʦʪʳ ʩʝʨʚʝʨʥʦʡ ʠ ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʝʡ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʢʦʤʧʣʝʢʩʘ "WebScadaMT" ɼʀɺɻ.20804-ʭʭ (ʭʭ - ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʚʝʨʩʠʠ) 

ʆʆʆ "ʅʊʎ "ʄʝʭʘʥʦʪʨʦʥʠʢʘ". 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ "WebScadaʄʊ" ʥʝʦʙʭʦʜʠʤʦ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʩʣʝʜʦʚʘʪʴ ʫʢʘʟʘʥʠʷʤ ʨʫʢʦʚʦʜʩʪʚʘ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘ "ʇʨʦʛʨʘʤʤʥʳʡ 

ʢʦʤʧʣʝʢʩ "WebScadaʄʊ". ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘ" ɼʀɺɻ.20804-12 32 01. 

ʈʫʢʦʚʦʜʩʪʚʦ ʦʧʝʨʘʪʦʨʘ ʥʝ ʩʦʜʝʨʞʠʪ ʠʥʩʪʨʫʢʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʧʝʨʘʮʠʦʥʥʳʤʠ 

ʩʠʩʪʝʤʘʤʠ "Windows" ʠ "Linux" (ʜʘʣʝʝ - ʆʉ), ʧʦʜʨʘʟʫʤʝʚʘʷ, ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʤʝʝʪ ʥʘʚʳʢʠ 

ʨʘʙʦʪʳ ʩ ʜʘʥʥʳʤʠ ʆʉ. 

 

ʅʘʩʪʦʷʱʝʝ ʨʫʢʦʚʦʜʩʪʚʦ ʦʧʝʨʘʪʦʨʘ ʷʚʣʷʝʪʩʷ ʦʙʲʝʢʪʦʤ ʦʭʨʘʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʤʝʞʜʫʥʘʨʦʜʥʳʤ ʠ ʨʦʩʩʠʡʩʢʠʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘʤʠ ʦʙ ʘʚʪʦʨʩʢʦʤ ʧʨʘʚʝ. ʃʶʙʦʝ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʫʢʦʚʦʜʩʪʚʘ ʦʧʝʨʘʪʦʨʘ, ʚʢʣʶʯʘʷ ʢʦʧʠʨʦʚʘʥʠʝ, 

ʪʠʨʘʞʠʨʦʚʘʥʠʝ ʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʥʦ ʥʝ ʦʛʨʘʥʠʯʠʚʘʷʩʴ ʵʪʠʤ, ʚʣʝʯʝʪ ʧʨʠʤʝʥʝʥʠʝ ʢ 

ʚʠʥʦʚʥʦʤʫ ʣʠʮʫ ʛʨʘʞʜʘʥʩʢʦ-ʧʨʘʚʦʚʦʡ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʫʛʦʣʦʚʥʦʡ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʪʴʝʡ 146 ʋʂ ʈʌ ʠ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʡ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʪʴʝʡ 7.12 ʂʦɸʇ ʈʌ. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ʃʠʪʝʨʘ ɸ 

ʃʠʩʪʦʚ 370 

ʌʦʨʤʘʪ ɸ4 

 



3 

ɼʀɺɻ.20804-12 34 01 
 

 

Internal 

ʉʆɼɽʈɾɸʅʀɽ 

   ʃʠʩʪ 

1 ʅʘʟʥʘʯʝʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ "WebScadaMT" ........................................................ 11 
2 ʉʦʩʪʘʚ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ "WebScadaMT" ................................................................. 12 

2.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ............................................................................................................. 12 
2.2 ʉʝʨʚʝʨʥʘʷ ʯʘʩʪʴ ................................................................................................................... 12 
2.3 ʂʣʠʝʥʪʩʢʘʷ ʯʘʩʪʴ ................................................................................................................. 13 

3 ʋʩʪʘʥʦʚʢʘ, ʦʙʥʦʚʣʝʥʠʝ, ʫʜʘʣʝʥʠʝ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ "WebScadaMT" ............................................................................. 14 
4 ʈʘʙʦʪʘ ʩ ʧʨʦʛʨʘʤʤʥʳʤ ʢʦʤʧʣʝʢʩʦʤ "WebScadaMT" ............................................................ 15 

4.1 ʇʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʨʚʝʨʫ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ "WebScadaMT" .............................. 15 
4.2 ɸʚʪʦʨʠʟʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ................................................................................................. 15 
4.3 ʉʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ............................................................................................................ 18 
4.4 ʄʝʥʶ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ "WebScadaMT" ............................................................. 18 
4.5 ʉʪʨʘʥʠʮʘ "ɻʣʘʚʥʘʷ" ............................................................................................................ 18 

4.5.1 ʉʦʟʜʘʥʠʝ ʧʨʦʝʢʪʘ ........................................................................................................... 18 
4.5.2 ɿʘʛʨʫʟʢʘ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʨʦʝʢʪʘ ................................................................................ 19 
4.5.3 ʉʦʭʨʘʥʝʥʠʝ ʧʨʦʝʢʪʘ ....................................................................................................... 19 
4.5.4 ɸʢʪʠʚʘʮʠʷ ʧʨʦʝʢʪʘ ......................................................................................................... 19 
4.5.5 ʅʘʩʪʨʦʡʢʘ ʪʝʢʫʱʝʛʦ ʧʨʦʝʢʪʘ ........................................................................................ 20 
4.5.6 ɺʢʣʘʜʢʘ "ʀʥʬʦʨʤʘʮʠʷ" ................................................................................................. 21 

4.6 ʉʪʨʘʥʠʮʘ "ʆʧʨʦʩ" ............................................................................................................... 23 
4.6.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ....................................................................................................... 23 
4.6.2 ɺʢʣʘʜʢʠ ʤʦʜʫʣʷ "ʉʝʨʚʝʨ ʦʧʨʦʩʘ" ................................................................................ 24 

4.6.2.1 ɺʢʣʘʜʢʘ "ʉʝʨʚʝʨ" ʤʦʜʫʣʷ "ʉʝʨʚʝʨ ʦʧʨʦʩʘ" ...................................................... 24 
4.6.2.2 ɺʢʣʘʜʢʘ "ʇʘʨʘʤʝʪʨʳ" ʤʦʜʫʣʷ "ʉʝʨʚʝʨ ʦʧʨʦʩʘ" ............................................... 25 

4.6.2.2.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ...................................................................................... 25 
4.6.2.2.2 ʌʦʨʤʘʪʳ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ................................................................... 26 
4.6.2.2.3 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ .................................................................. 28 
4.6.2.2.4 ɼʠʘʛʥʦʩʪʠʢʘ ʤʦʜʫʣʝʡ ................................................................................... 28 
4.6.2.2.5 ʂʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ .................................................................................... 29 

4.6.3 ʇʨʦʪʦʢʦʣʳ ʦʙʤʝʥʘ ......................................................................................................... 30 
4.6.3.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ............................................................................................. 30 
4.6.3.2 ʄʦʜʫʣʴ "Modbus RTU (ʚʝʜʫʱʠʡ)" ..................................................................... 33 

4.6.3.2.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ...................................................................................... 33 
4.6.3.2.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "Modbus RTU (ʚʝʜʫʱʠʡ)" ............................................ 33 
4.6.3.2.3 ɿʘʛʨʫʟʢʘ ʬʘʡʣʘ ʦʧʠʩʘʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ......................................................... 33 
4.6.3.2.4 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ ........................................................................................ 34 
4.6.3.2.5 ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ................................................................... 36 
4.6.3.2.6 ʆʪʦʙʨʘʞʝʥʠʝ ʧʨʠʥʷʪʳʭ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ .......................................... 37 
4.6.3.2.7 ʇʨʦʚʝʨʢʘ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʧʦ ʧʨʦʪʦʢʦʣʫ "Modbus RTU" ................ 38 

4.6.3.3 ʄʦʜʫʣʴ "Modbus RTU (ʚʝʜʦʤʳʡ)" ..................................................................... 39 
4.6.3.3.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ...................................................................................... 39 
4.6.3.3.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "Modbus RTU (ʚʝʜʦʤʳʡ)" ............................................ 40 
4.6.3.3.3 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ ........................................................................................ 40 
4.6.3.3.4 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ................................................................................ 41 
4.6.3.3.5 ʅʘʩʪʨʦʡʢʘ ʢʘʨʪʳ ʘʜʨʝʩʦʚ ............................................................................. 41 
4.6.3.3.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "Modbus RTU (ʚʝʜʦʤʳʡ)" ........................... 43 

4.6.3.4 ʄʦʜʫʣʴ "Modbus TCP (ʢʣʠʝʥʪ)" ......................................................................... 43 
4.6.3.4.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ...................................................................................... 43 
4.6.3.4.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "Modbus TCP (ʢʣʠʝʥʪ)" ................................................ 44 
4.6.3.4.3 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ ........................................................................................ 44 



4 

ɼʀɺɻ.20804-12 34 01 
 

 

Internal 

4.6.3.4.4 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ................................................................................ 46 
4.6.3.4.5 ʈʝʟʝʨʚʠʨʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʡ ʤʦʜʫʣʷ "Modbus TCP (ʢʣʠʝʥʪ)".................. 47 
4.6.3.4.6 ɼʠʘʛʥʦʩʪʠʢʘ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʧʨʦʪʦʢʦʣʫ "Modbus TCP    

(ʢʣʠʝʥʪ)" ........................................................................................................ 49 
4.6.3.4.7 ʆʪʦʙʨʘʞʝʥʠʝ ʧʦʣʫʯʝʥʥʳʭ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ...................................... 49 

4.6.3.5 ʄʦʜʫʣʴ "Modbus TCP (ʩʝʨʚʝʨ)" ......................................................................... 50 
4.6.3.5.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ...................................................................................... 50 
4.6.3.5.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "Modbus TCP (ʩʝʨʚʝʨ)" ................................................ 50 
4.6.3.5.3 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ ........................................................................................ 51 
4.6.3.5.4 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ................................................................................ 52 
4.6.3.5.5 ʅʘʩʪʨʦʡʢʘ ʢʘʨʪʳ ʘʜʨʝʩʦʚ ............................................................................. 52 
4.6.3.5.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "Modbus TCP (ʩʝʨʚʝʨ)" ............................... 52 

4.6.3.6 ʄʦʜʫʣʴ "IEC 60870-101 (ʚʝʜʫʱʠʡ)" .................................................................. 53 
4.6.3.6.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ...................................................................................... 53 
4.6.3.6.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "IEC 60870-101 (ʚʝʜʫʱʠʡ)" ......................................... 53 
4.6.3.6.3 ɿʘʛʨʫʟʢʘ ʬʘʡʣʘ ʦʧʠʩʘʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ......................................................... 54 
4.6.3.6.4 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ ........................................................................................ 54 
4.6.3.6.5 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ................................................................................ 56 
4.6.3.6.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "IEC 60870-101 (ʚʝʜʫʱʠʡ)" ........................ 56 
4.6.3.6.7 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "IEC 60870-101 (ʚʝʜʫʱʠʡ)" ..... 57 

4.6.3.7 ʄʦʜʫʣʴ "IEC 60870-101 (ʢʣʠʝʥʪ)" ..................................................................... 58 
4.6.3.7.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ...................................................................................... 58 
4.6.3.7.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "IEC 60870-101 (ʢʣʠʝʥʪ)" ............................................ 58 
4.6.3.7.3 ɿʘʛʨʫʟʢʘ ʬʘʡʣʘ ʦʧʠʩʘʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ......................................................... 58 
4.6.3.7.4 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ ........................................................................................ 59 
4.6.3.7.5 ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ................................................................... 60 
4.6.3.7.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "IEC 60870-101 (ʢʣʠʝʥʪ)" ........................... 61 
4.6.3.7.7 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "IEC 60870-101 (ʢʣʠʝʥʪ)" ........ 62 
4.6.3.7.8 ʇʝʨʝʜʘʯʘ ʢʦʤʘʥʜ ʪʝʣʝʫʧʨʘʚʣʝʥʠʷ (ʊʋ) ...................................................... 62 
4.6.3.8 ʄʦʜʫʣʴ "IEC 60870-101 (ʚʝʜʦʤʳʡ)" .................................................................. 63 

4.6.3.8.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ...................................................................................... 63 
4.6.3.8.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "IEC 60870-101 (ʚʝʜʦʤʳʡ)" ......................................... 63 
4.6.3.8.3 ɼʦʙʘʚʣʝʥʠʝ ʩʝʢʪʦʨʘ ...................................................................................... 65 
4.6.3.8.4 ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʩʝʢʪʦʨʘ ʜʣʷ ʤʦʜʫʣʷ "IEC 60870-101 (ʚʝʜʦʤʳʡ)"66 
4.6.3.8.5 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "IEC 60870-101 (ʚʝʜʦʤʳʡ)" ........................ 69 

4.6.3.9 ʄʦʜʫʣʴ "IEC 60870-103 (ʚʝʜʫʱʠʡ)" .................................................................. 69 
4.6.3.9.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ...................................................................................... 69 
4.6.3.9.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "IEC 60870-103 (ʚʝʜʫʱʠʡ)" ......................................... 69 
4.6.3.9.3 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ ........................................................................................ 70 
4.6.3.9.4 ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ................................................................... 72 
4.6.3.9.5 ɺʳʙʦʨ ʛʨʫʧʧʦʚʳʭ ʜʘʥʥʳʭ............................................................................ 74 
4.6.3.9.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "IEC 60870-103 (ʚʝʜʫʱʠʡ)" ........................ 74 
4.6.3.9.7 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "IEC 60870-103 (ʚʝʜʫʱʠʡ)" ..... 75 

4.6.3.10 ʄʦʜʫʣʴ "IEC 60870-103 (ʢʣʠʝʥʪ)" ................................................................... 75 
4.6.3.10.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 75 
4.6.3.10.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "IEC 60870-103 (ʢʣʠʝʥʪ)" .......................................... 75 
4.6.3.10.3 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ...................................................................................... 76 
4.6.3.10.4 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ .............................................................................. 78 
4.6.3.10.5 ɺʳʙʦʨ ʛʨʫʧʧʦʚʳʭ ʜʘʥʥʳʭ ʤʦʜʫʣʷ "IEC 60870-103 (ʢʣʠʝʥʪ)" ................ 79 
4.6.3.10.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "IEC 60870-103 (ʢʣʠʝʥʪ)" ......................... 79 
4.6.3.10.7 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "IEC 60870-103 (ʢʣʠʝʥʪ)" ...... 80 

4.6.3.11 ʄʦʜʫʣʴ "IEC 60870-104 (ʢʣʠʝʥʪ)" ................................................................... 80 



5 

ɼʀɺɻ.20804-12 34 01 
 

 

Internal 

4.6.3.11.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 80 
4.6.3.11.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "IEC 60870-104 (ʢʣʠʝʥʪ)" .......................................... 81 
4.6.3.11.3 ɿʘʛʨʫʟʢʘ ʬʘʡʣʘ ʦʧʠʩʘʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ....................................................... 81 
4.6.3.11.4 ɼʦʙʘʚʣʝʥʠʝ ʥʦʚʦʛʦ ʢʘʥʘʣʘ ......................................................................... 82 
4.6.3.11.5 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ .............................................................................. 84 
4.6.3.11.6 ʈʝʟʝʨʚʠʨʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʡ ʤʦʜʫʣʷ "IEC 60870-104 (ʢʣʠʝʥʪ)" ............ 85 
4.6.3.11.7 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "IEC 60870-104 (ʢʣʠʝʥʪ)" ......................... 86 
4.6.3.11.8 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "IEC 60870-104 (ʢʣʠʝʥʪ)" ...... 86 
4.6.3.11.9 ʇʝʨʝʜʘʯʘ ʢʦʤʘʥʜ ʪʝʣʝʫʧʨʘʚʣʝʥʠʷ (ʊʋ) .................................................... 87 

4.6.3.12 ʄʦʜʫʣʴ "IEC 60870-104 (ʩʝʨʚʝʨ)" .................................................................... 87 
4.6.3.12.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 87 
4.6.3.12.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "IEC 60870-104 (ʩʝʨʚʝʨ)" ........................................... 88 
4.6.3.12.3 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ...................................................................................... 88 
4.6.3.12.4 ɼʦʙʘʚʣʝʥʠʝ ʩʝʢʪʦʨʘ .................................................................................... 90 
4.6.3.12.5 ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʩʝʢʪʦʨʘ ʤʦʜʫʣʷ "IEC 60870-104 (ʩʝʨʚʝʨ)" ........ 91 
4.6.3.12.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "IEC 60870-104 (ʩʝʨʚʝʨ)" .......................... 91 

4.6.3.13 ʄʦʜʫʣʴ "IEC 61850 (ʢʣʠʝʥʪ)" ........................................................................... 92 
4.6.3.13.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 92 
4.6.3.13.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "IEC 61850 (ʢʣʠʝʥʪ)" .................................................. 92 
4.6.3.13.3 ɿʘʛʨʫʟʢʘ ʬʘʡʣʦʚ ʦʧʠʩʘʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ..................................................... 92 
4.6.3.13.4 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ...................................................................................... 93 
4.6.3.13.5 ʅʘʩʪʨʦʡʢʘ IED-ʫʩʪʨʦʡʩʪʚʘ. ʅʘʩʪʨʦʡʢʘ ʧʦʣʫʯʝʥʠʷ ʦʪʯʝʪʘ (MMS-

ʩʦʦʙʱʝʥʠʷ) ................................................................................................ 95 
4.6.3.13.6 ʈʝʟʝʨʚʠʨʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʡ ʤʦʜʫʣʷ "IEC 61850 (ʢʣʠʝʥʪ)" ................... 96 
4.6.3.13.7 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "IEC 61850 (ʢʣʠʝʥʪ)" ................................. 97 
4.6.3.13.8 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "IEC 61850 (ʢʣʠʝʥʪ)" ............. 98 

4.6.3.14 ʄʦʜʫʣʴ "SPA-Bus (ʚʝʜʫʱʠʡ)" .......................................................................... 99 
4.6.3.14.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 99 
4.6.3.14.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "SPA-Bus (ʚʝʜʫʱʠʡ)" ................................................. 99 
4.6.3.14.3 ɿʘʛʨʫʟʢʘ ʬʘʡʣʘ ʦʧʠʩʘʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ..................................................... 100 
4.6.3.14.4 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ.................................................................................... 100 
4.6.3.14.5 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ............................................................................ 101 
4.6.3.14.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "SPA-Bus (ʚʝʜʫʱʠʡ)" .............................. 102 
4.6.3.14.7 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "SPA-Bus (ʚʝʜʫʱʠʡ)" ........... 102 

4.6.3.15 ʄʦʜʫʣʴ "ʆʈʉ UA (ʢʣʠʝʥʪ)" ........................................................................... 103 
4.6.3.15.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 103 
4.6.3.15.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʆʈʉ UA (ʢʣʠʝʥʪ)" .................................................. 103 
4.6.3.15.3 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ.................................................................................... 104 
4.6.3.15.4 ʅʘʩʪʨʦʡʢʘ ʢʘʥʘʣʘ ...................................................................................... 105 
4.6.3.15.5 ɼʦʙʘʚʣʝʥʠʝ ʧʦʜʧʠʩʢʠ ............................................................................... 106 
4.6.3.15.6 ʅʘʩʪʨʦʡʢʘ ʧʦʜʧʠʩʢʠ ................................................................................. 106 
4.6.3.15.7 ʅʘʩʪʨʦʡʢʘ ʵʣʝʤʝʥʪʦʚ ʧʦʜʧʠʩʢʠ .............................................................. 107 

4.6.3.16 ʄʦʜʫʣʴ "ʆʈʉ UA (ʩʝʨʚʝʨ)" ............................................................................ 107 
4.6.3.16.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 107 
4.6.3.16.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "OPC UA (ʩʝʨʚʝʨ)" ................................................... 108 
4.6.3.16.3 ɼʦʙʘʚʣʝʥʠʝ ʩʝʨʚʝʨʘ ʤʦʜʫʣʷ "OPC UA (ʩʝʨʚʝʨʘ)" ................................. 108 
4.6.3.16.4 ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "OPC UA (ʩʝʨʚʝʨ)" .............................. 110 
4.6.3.16.5 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "OPC UA (ʩʝʨʚʝʨ)" .................................. 111 

4.6.3.17 ʄʦʜʫʣʴ "S7 (ʢʣʠʝʥʪ)" ...................................................................................... 111 
4.6.3.17.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 111 
4.6.3.17.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "S7 (ʢʣʠʝʥʪ)" ............................................................. 111 
4.6.3.17.3 ɿʘʛʨʫʟʢʘ ʬʘʡʣʦʚ ʦʧʠʩʘʥʠʷ PLC-ʢʦʥʪʨʦʣʣʝʨʘ ........................................ 112 



6 

ɼʀɺɻ.20804-12 34 01 
 

 

Internal 

4.6.3.17.4 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ.................................................................................... 112 
4.6.3.17.5 ɼʦʙʘʚʣʝʥʠʝ PLC-ʢʦʥʪʨʦʣʣʝʨʘ ................................................................. 113 
4.6.3.17.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "S7 (ʢʣʠʝʥʪ)" ............................................ 114 
4.6.3.17.7 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "S7 (ʢʣʠʝʥʪ)" ......................... 114 

4.6.3.18 ʄʦʜʫʣʴ "ʉʯʸʪʯʠʢʠ ʉʕʊ" ................................................................................ 115 
4.6.3.18.1 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʉʯʸʪʯʠʢʠ ʉʕʊ" ....................................................... 115 
4.6.3.18.2 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ.................................................................................... 115 
4.6.3.18.3 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ............................................................................ 116 
4.6.3.18.4 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ʉʯʸʪʯʠʢʠ ʉʕʊ" ...................................... 117 
4.6.3.18.5 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "ʉʯʸʪʯʠʢʠ ʉʕʊ" ................... 118 

4.6.3.19 ʄʦʜʫʣʴ "ʉʯʸʪʯʠʢʠ ʄʝʨʢʫʨʠʡ-230/233" ........................................................ 118 
4.6.3.19.1 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʉʯʸʪʯʠʢʠ ʄʝʨʢʫʨʠʡ-230/233" ............................... 118 
4.6.3.19.2 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ.................................................................................... 119 
4.6.3.19.3 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ............................................................................ 120 
4.6.3.19.4 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ʉʯʸʪʯʠʢʠ ʄʝʨʢʫʨʠʡ-230/233" .............. 121 
4.6.3.19.5 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ                                      

"ʉʯʸʪʯʠʢʠ ʄʝʨʢʫʨʠʡ-230/233" ............................................................... 121 
4.6.3.20 ʄʦʜʫʣʴ "ʉʯʸʪʯʠʢʠ ʄʀʈ ʉ-03" ...................................................................... 122 

4.6.3.20.1 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʉʯʸʪʯʠʢʠ ʄʀʈ ʉ-03" ............................................. 122 
4.6.3.20.2 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ.................................................................................... 122 
4.6.3.20.3 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ............................................................................ 123 
4.6.3.20.4 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ʉʯʸʪʯʠʢʠ ʄʀʈ ʉ-03" ............................ 124 
4.6.3.20.5 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "ʉʯʸʪʯʠʢʠ ʄʀʈ ʉ-03" ......... 125 

4.6.3.21 ʄʦʜʫʣʴ "ʋʉʇɼ 164-01ʄ" .............................................................................. 125 
4.6.3.21.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 125 
4.6.3.21.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʋʉʇɼ 164-01ʄ" ..................................................... 125 
4.6.3.21.3 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ.................................................................................... 126 
4.6.3.21.4 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ʋʉʇɼ 164-01ʄ ................................................ 126 
4.6.3.21.5 ɼʦʙʘʚʣʝʥʠʝ ʩʯʸʪʯʠʢʘ ................................................................................ 128 
4.6.3.21.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ʋʉʇɼ 164-01ʄ" .................................... 128 
4.6.3.21.7 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "ʋʉʇɼ 164-01ʄ" ................. 129 

4.6.3.22 ʄʦʜʫʣʴ "ʋʉʇɼ ʕʂʆʄ-3000" ........................................................................ 129 
4.6.3.22.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 129 
4.6.3.22.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʋʉʇɼ ʕʂʆʄ-3000" ............................................... 130 
4.6.3.22.3 ɿʘʛʨʫʟʢʘ ʬʘʡʣʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʤʦʜʫʣʝ "ʋʉʇɼ ʕʂʆʄ-3000" ......... 130 
4.6.3.22.4 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ.................................................................................... 130 
4.6.3.22.5 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚ ʤʦʜʫʣʷ "ʋʉʇɼ ʕʂʆʄ-3000" ........................... 132 
4.6.3.22.6 ʅʘʩʪʨʦʡʢʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʧʨʦʩʘ ............................................................ 133 
4.6.3.22.7 ʈʝʟʝʨʚʠʨʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʡ ʤʦʜʫʣʷ "ʋʉʇɼ ʕʂʆʄ-3000" ................. 133 
4.6.3.22.8 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ʋʉʇɼ ʕʂʆʄ-3000" .............................. 134 
4.6.3.22.9 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ " ʋʉʇɼ ʕʂʆʄ-3000" .......... 135 

4.6.3.23 ʄʦʜʫʣʴ "ʂʦʥʪʨʦʣʣʝʨ ARIS-11xx" .................................................................. 135 
4.6.3.23.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 135 
4.6.3.23.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʂʦʥʪʨʦʣʣʝʨ ARIS-11xx" ......................................... 135 
4.6.3.23.3 ɿʘʛʨʫʟʢʘ ʬʘʡʣʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʤʦʜʫʣʝ "ʂʦʥʪʨʦʣʣʝʨ ARIS-11xx" .. 136 
4.6.3.23.4 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ.................................................................................... 136 
4.6.3.23.5 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚ ʤʦʜʫʣʷ "ʂʦʥʪʨʦʣʣʝʨ ARIS-11xx" .................... 138 
4.6.3.23.6 ʅʘʩʪʨʦʡʢʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʧʨʦʩʘ ............................................................ 138 
4.6.3.23.7 ʈʝʟʝʨʚʠʨʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʡ ʤʦʜʫʣʷ "ʂʦʥʪʨʦʣʣʝʨ ARIS-11xx" ........... 139 
4.6.3.23.8 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ʂʦʥʪʨʦʣʣʝʨ ARIS-11xx" ........................ 140 
4.6.3.23.9 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "ʂʦʥʪʨʦʣʣʝʨ ARIS-11xx" .... 141 

4.6.3.24 ʄʦʜʫʣʴ "SNMP (ʢʣʠʝʥʪ)" ............................................................................... 141 



7 

ɼʀɺɻ.20804-12 34 01 
 

 

Internal 

4.6.3.24.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 141 
4.6.3.24.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "SNMP (ʢʣʠʝʥʪ)" ...................................................... 141 
4.6.3.24.3 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ.................................................................................... 142 
4.6.3.24.4 ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧʳ ʩʠʛʥʘʣʦʚ .................................................................. 144 
4.6.3.24.5 ɼʦʙʘʚʣʝʥʠʝ ʩʠʛʥʘʣʘ ʦʧʨʦʩʘ ..................................................................... 144 

4.6.3.25 ʄʦʜʫʣʴ "ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ"................................................................ 145 
4.6.3.25.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 145 
4.6.3.25.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ" ...................................... 145 

4.6.4 ɺʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʤʦʜʫʣʠ ........................................................................................... 146 
4.6.4.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ........................................................................................... 146 
4.6.4.2 ʄʦʜʫʣʴ "ɺʠʨʪʫʘʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ" ................................................................. 146 

4.6.4.2.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 146 
4.6.4.2.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ɺʠʨʪʫʘʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ" ........................................ 147 
4.6.4.2.3 ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʛʨʫʧʧʳ .................................................................. 148 
4.6.4.2.4 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ .............................................................................. 148 
4.6.4.2.5 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "ɺʠʨʪʫʘʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ" .... 149 

4.6.4.3 ʄʦʜʫʣʴ "ʉʦʭʨʘʥʷʝʤʳʝ ʧʘʨʘʤʝʪʨʳ" ................................................................. 149 
4.6.4.3.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 149 
4.6.4.3.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʉʦʭʨʘʥʷʝʤʳʝ ʧʘʨʘʤʝʪʨʳ" ........................................ 150 
4.6.4.3.3 ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧʳ .................................................................................... 150 
4.6.4.3.4 ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʛʨʫʧʧʳ .................................................................. 150 
4.6.4.3.5 ɼʦʙʘʚʣʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ............................................................................... 151 
4.6.4.3.6 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "ʉʦʭʨʘʥʷʝʤʳʝ ʧʘʨʘʤʝʪʨʳ" .... 152 

4.6.4.4 ʄʦʜʫʣʴ "ɹʣʘʥʢʠ ʧʝʨʝʢʣʶʯʝʥʠʡ" ..................................................................... 152 
4.6.4.4.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 152 
4.6.4.4.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ɹʣʘʥʢʠ ʧʝʨʝʢʣʶʯʝʥʠʡ" ............................................ 153 
4.6.4.4.3 ɼʦʙʘʚʣʝʥʠʝ ʙʣʘʥʢʘ ʧʝʨʝʢʣʶʯʝʥʠʡ ........................................................... 153 
4.6.4.4.4 ʅʘʩʪʨʦʡʢʘ ʙʣʘʥʢʘ ʧʝʨʝʢʣʶʯʝʥʠʡ .............................................................. 154 
4.6.4.4.5 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "ɹʣʘʥʢʠ ʧʝʨʝʢʣʶʯʝʥʠʡ" ........ 157 
4.6.4.4.6 ɺʳʧʦʣʥʝʥʠʝ ʙʣʘʥʢʦʚ ʧʝʨʝʢʣʶʯʝʥʠʡ ʤʦʜʫʣʷ "ɹʣʘʥʢʠ ʧʝʨʝʢʣʶʯʝʥʠʡ" 158 
4.6.4.4.7 ʆʪʯʝʪ ʦ ʚʳʧʦʣʥʝʥʠʠ ʙʣʘʥʢʘ ʧʝʨʝʢʣʶʯʝʥʠʡ ʤʦʜʫʣʷ "ɹʣʘʥʢʠ 

ʧʝʨʝʢʣʶʯʝʥʠʡ" ............................................................................................ 160 
4.6.4.5 ʄʦʜʫʣʴ "ɺʳʯʠʩʣʷʝʤʳʝ ʧʘʨʘʤʝʪʨʳ" ................................................................ 161 

4.6.4.5.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 161 
4.6.4.5.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ɺʳʯʠʩʣʷʝʤʳʝ ʧʘʨʘʤʝʪʨʳ" ....................................... 161 
4.6.4.5.3 ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧʳ .................................................................................... 161 
4.6.4.5.4 ɼʦʙʘʚʣʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ............................................................................... 163 
4.6.4.5.5 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "ɺʳʯʠʩʣʷʝʤʳʝ ʧʘʨʘʤʝʪʨʳ" ... 165 

4.6.4.6 ʄʦʜʫʣʴ "ʌʠʣʴʪʨʳ" ............................................................................................ 165 
4.6.4.6.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 165 
4.6.4.6.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʌʠʣʴʪʨʳ" ................................................................... 166 
4.6.4.6.3 ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧʳ .................................................................................... 166 
4.6.4.6.4 ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʛʨʫʧʧʳ ʩʠʛʥʘʣʦʚ .................................................. 167 
4.6.4.6.5 ɼʦʙʘʚʣʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ................................................... 168 
4.6.4.6.6 ʈʘʙʦʪʘ ʤʦʜʫʣʷ "ʌʠʣʴʪʨʳ" ......................................................................... 169 
4.6.4.6.7 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ʌʠʣʴʪʨʳ" .................................................. 170 
4.6.4.7 ʄʦʜʫʣʴ "ʂʦʥʪʨʦʣʴ ʫʩʪʘʚʦʢ" ............................................................................. 170 

4.6.4.7.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 170 
4.6.4.7.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʂʦʥʪʨʦʣʴ ʫʩʪʘʚʦʢ" .................................................... 170 
4.6.4.7.3 ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧʳ ʢʦʥʪʨʦʣʷ .................................................................... 171 
4.6.4.7.4 ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʛʨʫʧʧʳ ʤʦʜʫʣʷ "ʂʦʥʪʨʦʣʴ ʫʩʪʘʚʦʢ" .......... 171 
4.6.4.7.5 ʈʘʙʦʪʘ ʤʦʜʫʣʷ "ʂʦʥʪʨʦʣʴ ʫʩʪʘʚʦʢ" .......................................................... 172 



8 

ɼʀɺɻ.20804-12 34 01 
 

 

Internal 

4.6.4.7.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ʂʦʥʪʨʦʣʴ ʫʩʪʘʚʦʢ" ................................... 173 
4.6.4.8 ʄʦʜʫʣʴ "ʆɿɿ" ..................................................................................................... 173 

4.6.4.8.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 173 
4.6.4.8.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʆɿɿ" ............................................................................ 174 
4.6.4.8.3 ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧʳ .................................................................................... 175 
4.6.4.8.4 ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʛʨʫʧʧʳ .................................................................. 175 
4.6.4.8.5 ɼʦʙʘʚʣʝʥʠʝ ʣʠʥʠʠ ...................................................................................... 176 
4.6.4.8.6 ʇʨʦʩʤʦʪʨ ʧʨʠʟʥʘʢʦʚ ʩʨʘʙʘʪʳʚʘʥʠʷ ʤʦʜʫʣʷ "ʆɿɿ" ................................. 177 
4.6.4.8.7 ɾʫʨʥʘʣ ʘʚʘʨʠʡ ʤʦʜʫʣʷ "ʆɿɿ" ................................................................... 177 

4.6.4.9 ʄʦʜʫʣʴ "ʉʢʨʠʧʪʦʚʳʡ ʜʚʠʞʦʢ" ........................................................................ 178 
4.6.4.9.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 178 
4.6.4.9.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʉʢʨʠʧʪʦʚʳʡ ʜʚʠʞʦʢ" ............................................... 178 
4.6.4.9.3 ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧʳ .................................................................................... 178 
4.6.4.9.4 ɼʦʙʘʚʣʝʥʠʝ ʙʠʙʣʠʦʪʝʢʠ ............................................................................. 179 
4.6.4.9.5 ʉʦʟʜʘʥʠʝ ʩʢʨʠʧʪʘ ........................................................................................ 179 
4.6.4.9.6 ʅʘʩʪʨʦʡʢʘ ʩʢʨʠʧʪʘ ...................................................................................... 180 
4.6.4.9.7 ʈʝʜʘʢʪʦʨ ʩʢʨʠʧʪʦʚ ...................................................................................... 181 
4.6.4.9.8 ɼʠʘʛʥʦʩʪʠʢʘ ʚʳʧʦʣʥʝʥʠʷ ʩʢʨʠʧʪʦʚ .......................................................... 182 

4.6.4.10 ʄʦʜʫʣʴ "DPI/DPS" ........................................................................................... 184 
4.6.4.10.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 184 
4.6.4.10.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "DPI/DPS" .................................................................. 184 
4.6.4.10.3 ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧʳ .................................................................................. 184 
4.6.4.10.4 ʅʘʩʪʨʦʡʢʠ ʛʨʫʧʧʳ ʩʠʛʥʘʣʦʚ .................................................................... 185 
4.6.4.10.5 ʇʘʨʘʤʝʪʨʠʟʘʮʠʷ ʩʠʛʥʘʣʦʚ ........................................................................ 186 
4.6.4.10.6 ʇʨʦʩʤʦʪʨ ʠ ʚʳʚʦʜ ʥʘ ʩʝʨʚʝʨ ʚʳʭʦʜʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ      

"DPI/DPS" .................................................................................................. 188 
4.6.4.11 ʄʦʜʫʣʴ "ɺʠʜʝʦʥʘʙʣʶʜʝʥʠʝ" .......................................................................... 190 

4.6.4.11.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 190 
4.6.4.11.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ɺʠʜʝʦʥʘʙʣʶʜʝʥʠʝ" ................................................. 191 
4.6.4.11.3 ɼʦʙʘʚʣʝʥʠʝ ʛʨʫʧʧʳ .................................................................................. 191 
4.6.4.11.4 ɼʦʙʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ............................................................................ 192 
4.6.4.11.5 ʈʘʙʦʪʘ ʩ ʫʩʪʨʦʡʩʪʚʦʤ "IP-ʢʘʤʝʨʘ" .......................................................... 193 
4.6.4.11.6 ʈʘʙʦʪʘ ʩ ʫʩʪʨʦʡʩʪʚʦʤ ʪʠʧʘ "ɺʠʜʝʦʨʝʛʠʩʪʨʘʪʦʨ" ................................... 195 
4.6.4.11.7 ɼʠʘʛʥʦʩʪʠʢʘ ʩʙʦʨʘ ʠʥʬʦʨʤʘʮʠʠ ʩ ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ........... 203 

4.6.4.12 ʄʦʜʫʣʴ "ɸʚʪʦʦʪʯʝʪʳ" ..................................................................................... 204 
4.6.4.12.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 204 
4.6.4.12.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ɸʚʪʦʦʪʯʝʪʳ" ............................................................ 204 
4.6.4.12.3 ʉʦʟʜʘʥʠʝ ʘʚʪʦʦʪʯʝʪʘ ................................................................................. 204 
4.6.4.12.4 ʅʘʩʪʨʦʡʢʘ ʘʚʪʦʦʪʯʝʪʘ ............................................................................... 205 
4.6.4.12.5 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ɸʚʪʦʦʪʯʝʪʳ" ........................................... 208 

4.6.4.13 ʄʦʜʫʣʴ "ʇʝʨʝʜʘʯʘ ʬʘʡʣʦʚ (FTP)" ................................................................. 208 
4.6.4.13.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 208 
4.6.4.13.2 ʅʘʩʪʨʦʡʢʘ ʬʫʥʢʮʠʠ "Client" .................................................................... 209 
4.6.4.13.3 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ʇʝʨʝʜʘʯʘ ʬʘʡʣʦʚ (FTP)"........................ 211 

4.6.4.14 ʄʦʜʫʣʴ "ɿʘʭʚʘʪ ʪʝʣʝʫʧʨʘʚʣʝʥʠʷ (ʊʋ)" ......................................................... 211 
4.6.4.14.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 211 
4.6.4.14.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ɿʘʭʚʘʪ ʪʝʣʝʫʧʨʘʚʣʝʥʠʷ (ʊʋ)" ................................ 212 
4.6.4.14.3 ʉʦʟʜʘʥʠʝ ʛʨʫʧʧ ï ʮʝʥʪʨʦʚ ʫʧʨʘʚʣʝʥʠʷ ................................................... 212 
4.6.4.14.4 ʅʘʩʪʨʦʡʢʘ ʠʩʪʦʯʥʠʢʘ ʪʝʣʝʫʧʨʘʚʣʝʥʠʷ ................................................... 213 
4.6.4.14.5 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "ɿʘʭʚʘʪ               

ʪʝʣʝʫʧʨʘʚʣʝʥʠʷ (ʊʋ)"............................................................................... 214 
4.6.4.15 ʄʦʜʫʣʴ "JSON (ʩʝʨʚʝʨ)" ................................................................................. 215 



9 

ɼʀɺɻ.20804-12 34 01 
 

 

Internal 

4.6.4.15.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 215 
4.6.4.15.2 ʌʦʨʤʠʨʦʚʘʥʠʝ ʥʘʠʤʝʥʦʚʘʥʠʷ ʪʝʛʘ ʚ ʤʦʜʫʣʝ "JSON (ʩʝʨʚʝʨ)" ............ 216 
4.6.4.15.3 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "JSON (ʩʝʨʚʝʨ)" ........................................................ 217 
4.6.4.14.4 ʌʦʨʤʘʪ ʟʘʧʨʦʩʦʚ ʠʥʬʦʨʤʘʮʠʠ ʚ ʧʨʦʪʦʢʦʣʝ JSON ................................ 220 
4.6.4.15.5 ʌʦʨʤʘʪ ʦʪʚʝʪʦʚ ʚ ʧʨʦʪʦʢʦʣʝ JSON ......................................................... 221 
4.6.4.15.6 ɼʠʘʛʥʦʩʪʠʢʘ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "JSON (ʩʝʨʚʝʨ)" ....................................... 223 

4.6.4.16 ʄʦʜʫʣʴ "ʈʝʟʝʨʚʠʨʦʚʘʥʠʝ" .............................................................................. 223 
4.6.4.16.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 223 
4.6.4.16.2 ʈʝʞʠʤʳ ʨʘʙʦʪʳ ʤʦʜʫʣʷ "ʈʝʟʝʨʚʠʨʦʚʘʥʠʝ" ............................................ 224 
4.6.4.16.3 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "ʈʝʟʝʨʚʠʨʦʚʘʥʠʝ" ..................................................... 228 
4.6.4.16.4 ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʧʨʦʝʢʪʦʚ ʦʩʥʦʚʥʦʛʦ ʠ ʨʝʟʝʨʚʥʦʛʦ ʩʝʨʚʝʨʦʚ ............... 228 
4.6.4.16.5 ʀʥʜʠʢʘʮʠʷ ʪʝʢʫʱʝʛʦ ʩʦʝʜʠʥʝʥʠʷ ........................................................... 229 
4.6.4.16.6 ɼʠʘʛʥʦʩʪʠʢʘ ʤʦʜʫʣʷ "ʈʝʟʝʨʚʠʨʦʚʘʥʠʝ" .................................................. 230 

4.6.4.17 ʄʦʜʫʣʴ "Ping" .................................................................................................. 230 
4.6.4.17.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................. 230 
4.6.4.17.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "Ping" ......................................................................... 230 
4.6.4.17.3 ʇʨʦʩʤʦʪʨ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ "Ping" ...................................................... 231 

4.6.5 ʄʦʜʫʣʠ ʧʦʣʴʟʦʚʘʪʝʣʷ (custom) ................................................................................... 232 
4.6.5.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ........................................................................................... 232 

4.7 ʉʪʨʘʥʠʮʘ "ʆʙʦʨʫʜʦʚʘʥʠʝ" ............................................................................................... 232 
4.7.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ..................................................................................................... 232 
4.7.2 ʅʘʩʪʨʦʡʢʘ ʦʙʦʨʫʜʦʚʘʥʠʷ............................................................................................. 233 

4.7.2.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ........................................................................................... 233 
4.7.2.2 ʇʘʥʝʣʴ ʠʥʩʪʨʫʤʝʥʪʦʚ "ɼʝʨʝʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ" ............................................... 234 
4.7.2.3 ʐʘʙʣʦʥʳ ʦʙʦʨʫʜʦʚʘʥʠʷ .................................................................................... 237 

4.7.2.3.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 237 
4.7.2.3.2 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʰʘʙʣʦʥʦʚ ......................................................................... 237 
4.7.2.3.3 ʇʨʠʚʷʟʢʘ ʧʘʨʘʤʝʪʨʦʚ ʢ ʰʘʙʣʦʥʘʤ ʦʙʦʨʫʜʦʚʘʥʠʷ ................................... 241 

4.7.3 ʇʨʦʩʤʦʪʨ ʩʦʩʪʦʷʥʠʷ ʦʙʦʨʫʜʦʚʘʥʠʷ/ʫʩʪʨʦʡʩʪʚʘ ....................................................... 242 
4.7.3.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ........................................................................................... 242 
4.7.3.2 ʆʧʠʩʘʥʠʝ, ʧʘʩʧʦʨʪʥʳʝ ʜʘʥʥʳʝ ʠ ʦʙʩʣʫʞʠʚʘʥʠʝ ʦʙʦʨʫʜʦʚʘʥʠʷ ................... 243 
4.7.3.3 ɺʢʣʘʜʢʘ ʩ ʫʩʪʘʚʢʘʤʠ ʦʙʦʨʫʜʦʚʘʥʠʷ/ʫʩʪʨʦʡʩʪʚʘ ............................................. 244 
4.7.3.4 ɺʢʣʘʜʢʘ "ʉʦʙʳʪʠʷ" ............................................................................................ 245 
4.7.3.5 ɺʢʣʘʜʢʘ "ʌʘʡʣʳ"/"ɾʫʨʥʘʣʳ" .......................................................................... 246 
4.7.3.6 ɺʢʣʘʜʢʘ "ʌʘʡʣʳ"/"ʆʩʮʠʣʣʦʛʨʘʤʤʳ"............................................................... 247 

4.8 ʉʪʨʘʥʠʮʘ "ʄʥʝʤʦʩʭʝʤʳ" ................................................................................................. 249 
4.8.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ..................................................................................................... 249 
4.8.2 ʉʦʟʜʘʥʠʝ ʤʥʝʤʦʩʭʝʤ ʦʙʲʝʢʪʘ ..................................................................................... 250 

4.8.2.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ........................................................................................... 250 
4.8.2.2 ʅʘʩʪʨʦʡʢʠ ʩʪʨʘʥʠʮʳ ......................................................................................... 251 
4.8.2.3 ʇʘʥʝʣʴ ʠʥʩʪʨʫʤʝʥʪʦʚ ........................................................................................ 252 
4.8.2.4 ʄʝʥʶ "ʇʨʘʚʢʘ" .................................................................................................. 253 
4.8.2.5 ʉʚʦʡʩʪʚʘ ʵʣʝʤʝʥʪʘ/ʧʨʠʤʠʪʠʚʘ ......................................................................... 254 
4.8.2.6 ʇʘʥʝʣʴ ʵʣʝʤʝʥʪʦʚ .............................................................................................. 255 
4.8.2.7 ʇʨʠʚʷʟʢʘ ʠ ʥʘʩʪʨʦʡʢʘ ʩʚʦʡʩʪʚ ʵʣʝʤʝʥʪʦʚ ʩʭʝʤʳ ........................................... 258 
4.8.2.8 ɼʦʙʘʚʣʝʥʠʝ ʵʣʝʤʝʥʪʘ "ʂʥʦʧʢʘ" ....................................................................... 262 
4.8.2.9 ɼʦʙʘʚʣʝʥʠʝ ʵʣʝʤʝʥʪʘ "ʈʠʩʫʥʦʢ" ...................................................................... 263 
4.8.2.10 ɼʦʙʘʚʣʝʥʠʝ ʵʣʝʤʝʥʪʘ "ʊʝʢʩʪ" ........................................................................ 263 
4.8.2.11 ɼʦʙʘʚʣʝʥʠʝ ʵʣʝʤʝʥʪʘ "ʊʘʙʣʠʮʘ" .................................................................... 264 
4.8.2.12 ɼʦʙʘʚʣʝʥʠʝ ʵʣʝʤʝʥʪʘ "ʂʦʥʪʝʡʥʝʨ" ................................................................ 264 
4.8.2.13 ɼʦʙʘʚʣʝʥʠʝ ʵʣʝʤʝʥʪʘ "ɿʚʫʢ" .......................................................................... 265 
4.8.2.14 ɼʦʙʘʚʣʝʥʠʝ ʵʣʝʤʝʥʪʘ "ɻʨʘʬʠʢ" ..................................................................... 266 



10 

ɼʀɺɻ.20804-12 34 01 
 

 

Internal 

4.8.2.15 ɼʦʙʘʚʣʝʥʠʝ ʵʣʝʤʝʥʪʘ "ʉʧʠʩʦʢ ʩʦʙʳʪʠʡ" ...................................................... 268 
4.8.2.16 ɼʦʙʘʚʣʝʥʠʝ ʵʣʝʤʝʥʪʘ "ETABLE" ................................................................... 268 

4.8.3 ʆʪʦʙʨʘʞʝʥʠʝ/ʧʨʦʩʤʦʪʨ ʤʥʝʤʦʩʭʝʤ ʦʙʲʝʢʪʘ ............................................................. 270 
4.8.3.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ........................................................................................... 270 
4.8.3.2 ʂʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ ʦʙʦʨʫʜʦʚʘʥʠʝʤ ............................................................. 272 
4.8.3.3 ʇʣʘʢʘʪʳ ʠ ʧʦʤʝʪʢʠ ............................................................................................ 272 

4.8.3.3.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ .................................................................................... 272 
4.8.3.3.2 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʧʦʤʝʪʦʢ ʠʣʠ ʧʣʘʢʘʪʦʚ .................................................... 276 
4.8.3.3.3 ʇʨʦʩʤʦʪʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʦʤʝʪʢʝ ʠʣʠ ʧʣʘʢʘʪʝ ....................................... 277 
4.8.3.3.4 ʍʨʘʥʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʦʤʝʪʢʝ ʠʣʠ ʧʣʘʢʘʪʝ ........................................ 278 

4.9 ʉʪʨʘʥʠʮʘ "ɹʘʟʘ ʜʘʥʥʳʭ" ................................................................................................... 278 
4.9.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ..................................................................................................... 278 
4.9.2 ʉʦʟʜʘʥʠʝ ʪʨʝʥʜʦʚ ʠ ʛʨʫʧʧ ʪʨʝʥʜʦʚ ............................................................................ 279 
4.9.3 ʇʨʦʩʤʦʪʨ ʪʘʙʣʠʮ ʠ ʛʨʘʬʠʢʦʚ...................................................................................... 280 

4.10 ʉʪʨʘʥʠʮʘ "ʉʦʙʳʪʠʷ" ....................................................................................................... 284 
4.10.1 ɾʫʨʥʘʣ "ʉʦʙʳʪʠʷ" ..................................................................................................... 284 
4.10.2 ɾʫʨʥʘʣ "ɸʢʪʠʚʥʳʝ ʪʨʝʚʦʛʠ" .................................................................................... 286 
4.10.3 ɾʫʨʥʘʣ "ʋʚʝʜʦʤʣʝʥʠʷ" ............................................................................................. 286 

4.11 ʉʪʨʘʥʠʮʘ "ʆʪʯʝʪʳ" ......................................................................................................... 287 
4.11.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ.................................................................................................... 287 
4.11.2 ʉʦʟʜʘʥʠʝ ʤʘʢʝʪʘ ʦʪʯʝʪʘ ............................................................................................. 287 

4.11.2.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ......................................................................................... 287 
4.11.2.2 ɿʘʜʘʥʠʝ ʵʣʝʤʝʥʪʦʚ ʦʪʯʝʪʘ ............................................................................... 289 
4.11.2.3 ɿʘʜʘʥʠʝ ʬʨʘʛʤʝʥʪʘ "ʊʘʙʣʠʮʘ" ........................................................................ 289 
4.11.2.4 ɿʘʜʘʥʠʝ ʬʨʘʛʤʝʥʪʘ "ʀʥʬʦʨʤʘʮʠʷ" ................................................................ 290 
4.11.2.5 ɿʘʜʘʥʠʝ ʬʨʘʛʤʝʥʪʘ "ɻʨʘʬʠʢ" ......................................................................... 290 
4.11.2.6 ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʘ .............................................................................................. 291 
4.11.2.7 ʉʦʭʨʘʥʝʥʠʝ ʦʪʯʝʪʘ ........................................................................................... 297 
4.11.2.8 ʇʨʦʩʤʦʪʨ ʘʚʪʦʦʪʯʝʪʘ ....................................................................................... 297 
4.11.2.9 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʘʚʪʦʦʪʯʝʪʘ ............................................................................ 298 

4.12 ʂʥʦʧʢʘ "ɺʳʭʦʜ" .............................................................................................................. 299 
ʇʨʠʣʦʞʝʥʠʝ ɸ ʀʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ "WebScadaMT" ................................ 300 
ʇʨʠʣʦʞʝʥʠʝ ɹ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʧʨʦʩʘ ʜʣʷ ʧʨʦʪʦʢʦʣʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ 

ʦʙʤʝʥʘ MODBUS .................................................................................................................. 302 
ʇʨʠʣʦʞʝʥʠʝ ɺ ʆʧʠʩʘʥʠʝ ʬʘʡʣʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʧʨʦʩʘ ʜʣʷ ʧʨʦʪʦʢʦʣʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ 

ʦʙʤʝʥʘ ʩʦʛʣʘʩʥʦ ɻʆʉʊ ʈ ʄʕʂ 60870-5-101-2006 ʠ                                 ɻʆʉʊ ʈ ʄʕʂ 

60870-5-104-2004 .................................................................................................................. 310 
ʇʨʠʣʦʞʝʥʠʝ ɻ ʌʦʨʤʫʣʷʨ ʩʦʦʪʚʝʪʩʪʚʠʷ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʪʦʢʦʣʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ      

ʦʙʤʝʥʘ ʩʦʛʣʘʩʥʦ ɻʆʉʊ ʈ ʄʕʂ 60870-5-101-2006 (ʩʝʨʚʝʨ) .............................................. 318 
ʇʨʠʣʦʞʝʥʠʝ ɼ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʧʨʦʩʘ ʜʣʷ ʧʨʦʪʦʢʦʣʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ 

ʦʙʤʝʥʘ ʩʦʛʣʘʩʥʦ ɻʆʉʊ ʈ ʄʕʂ 60870-5-103-2005 ............................................................. 329 
ʇʨʠʣʦʞʝʥʠʝ ɽ ʌʦʨʤʫʣʷʨ ʩʦʦʪʚʝʪʩʪʚʠʷ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʪʦʢʦʣʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ      

ʦʙʤʝʥʘ ʩʦʛʣʘʩʥʦ ɻʆʉʊ ʈ ʄʕʂ 60870-5-104-2004 (ʩʝʨʚʝʨ) .............................................. 334 
ʇʨʠʣʦʞʝʥʠʝ ɾ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʧʨʦʩʘ ʜʣʷ ʧʨʦʪʦʢʦʣʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ 

ʦʙʤʝʥʘ SPA-Bus .................................................................................................................... 344 
ʇʨʠʣʦʞʝʥʠʝ ʀ ʆʧʠʩʘʥʠʝ ʬʘʡʣʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʧʨʦʩʘ ʜʣʷ ʧʨʦʪʦʢʦʣʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ 

ʦʙʤʝʥʘ S7 ............................................................................................................................... 348 
ʇʨʠʣʦʞʝʥʠʝ ʂ ʆʧʠʩʘʥʠʝ ʬʫʥʢʮʠʦʥʘʣʘ ʷʟʳʢʘ JavaScript, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʤʦʜʫʣʝ 

"ʉʢʨʠʧʪʦʚʳʡ ʜʚʠʞʦʢ" .......................................................................................................... 355 
ʇʨʠʣʦʞʝʥʠʝ ʃ ʇʨʠʤʝʨʳ ʢʦʜʘ ʜʣʷ ʤʦʜʫʣʷ "ʉʢʨʠʧʪʦʚʳʡ ʜʚʠʞʦʢ" ...................................... 365 
ʇʝʨʝʯʝʥʴ ʪʝʨʤʠʥʦʚ ʠ ʩʦʢʨʘʱʝʥʠʡ ........................................................................................... 369 
 



11 

ɼʀɺɻ.20804-12 34 01 
 

 

Internal 

1 ʅʘʟʥʘʯʝʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ " WebScadaMT"  

1.1 ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ "WebScadaMT" (ʜʘʣʝʝ ʇʂ "WebScadaMT") 

ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʩʦʟʜʘʥʠʷ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ 

ʧʨʦʮʝʩʩʦʤ (ʜʘʣʝʝ ï ɸʉʋ ʊʇ). ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ "WebScadaMT" ʤʦʞʝʪ ʙʳʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥ ʢʘʢ ʩʝʨʚʝʨ ʩʙʦʨʘ ʜʘʥʥʳʭ ʠ/ʠʣʠ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʝ ʨʘʙʦʯʝʝ ʤʝʩʪʦ 

(ʜʘʣʝʝ - ɸʈʄ) ʠʥʞʝʥʝʨʘ-ʨʝʣʝʡʱʠʢʘ, ʜʝʞʫʨʥʦʛʦ ʦʧʝʨʘʪʦʨʘ ʠʣʠ ʜʠʩʧʝʪʯʝʨʘ. ɸʈʄ - ʫʟʝʣ 

ʧʨʦʛʨʘʤʤʥʦ-ʪʝʭʥʠʯʝʩʢʦʛʦ ʢʦʤʧʣʝʢʩʘ (ʜʘʣʝʝ - ʇʊʂ), ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʚʠʟʫʘʣʠʟʘʮʠʠ 

ʚʩʝʡ ʠʥʬʦʨʤʘʮʠʠ ʇʊʂ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʚʦʟʤʦʞʥʦʩʪʠ ʚʳʜʘʯʠ ʢʦʤʘʥʜ ʥʘ ʥʠʞʥʠʡ 

ʫʨʦʚʝʥʴ ʇʊʂ ʧʦʩʨʝʜʩʪʚʦʤ ʠʥʪʝʨʘʢʪʠʚʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ "WebScadaMT" ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ: 

- ʦʙʝʩʧʝʯʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʠ ʩʙʦʨʘ ʜʘʥʥʳʭ, ʫʧʨʘʚʣʝʥʠʷ ʦʙʦʨʫʜʦʚʘʥʠʝʤ ʥʘ ʧʦʜʩʪʘʥʮʠʠ 

ʠ ʩʚʷʟʠ ʩ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ, ʧʦʩʨʝʜʩʪʚʦʤ ʧʨʦʪʦʢʦʣʦʚ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ. ɺ ʢʘʯʝʩʪʚʝ ʧʦʜʜʝʨʞʠʚʘʝʤʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʚʳʩʪʫʧʘʶʪ ʙʣʦʢʠ 

ʨʝʣʝʡʥʦʡ ʟʘʱʠʪʳ ʠ ʘʚʪʦʤʘʪʠʢʠ (ʜʘʣʝʝ - ʈɿɸ), ʪʝʣʝʤʝʭʘʥʠʢʠ, ʧʨʠʙʦʨʳ ʫʯʝʪʘ 

ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ, ʘ ʪʘʢʞʝ ʩʠʩʪʝʤ ʚʠʜʝʦʥʘʙʣʶʜʝʥʠʷ, ʫʧʨʘʚʣʝʥʠʷ, ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʠ ʪ.ʜ.; 

- ʦʙʝʩʧʝʯʝʥʠʷ ʧʦʜʜʝʨʞʢʠ ʦʧʨʦʩʘ ʫʩʪʨʦʡʩʪʚ ʧʦ ʦʩʥʦʚʥʳʤ ʧʨʦʪʦʢʦʣʘʤ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʥʪʝʨʬʝʡʩʦʚ: RS-232, RS-485 ʠ Ethernet. 

ʇʂ "WebScadaMT" ʨʝʘʣʠʟʦʚʘʥ ʥʘ ʙʘʟʝ ʪʝʭʥʦʣʦʛʠʠ "ʢʣʠʝʥʪ-ʩʝʨʚʝʨ" ʩ ʧʦʜʜʝʨʞʢʦʡ 

ʧʨʦʪʦʢʦʣʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ HTTP (HTML-5), ʧʦʟʚʦʣʷʶʱʝʛʦ ʠʩʢʣʶʯʠʪʴ ʫʩʪʘʥʦʚʢʫ 

ʠ ʦʙʥʦʚʣʝʥʠʝ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ (ʜʘʣʝʝ - ʇʨʆ) ʥʘ 

ʢʣʠʝʥʪʩʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ (ɸʈʄ). 
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2 ʉʦʩʪʘʚ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ " WebScadaMT"  

2.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ "WebScadaMT" ʩʦʩʪʦʠʪ ʠʟ: 

- ʩʝʨʚʝʨʥʦʡ ʯʘʩʪʠ; 

- ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʠ. 

ɼʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʠ ʫʧʨʘʚʣʝʥʠʷ ʇʂ "WebScadaMT" ʤʦʞʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʠʥʪʝʨʥʝʪ-ʙʨʘʫʟʝʨ ʩ ʧʦʜʜʝʨʞʢʦʡ HTML-5, ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʥʘ ʇʕɺʄ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

2.2 ʉʝʨʚʝʨʥʘʷ ʯʘʩʪʴ 

2.2.1 ʉʝʨʚʝʨʥʘʷ ʯʘʩʪʴ ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʙʦʨ ʜʘʥʥʳʭ ʩ ʫʩʪʨʦʡʩʪʚ ʥʠʞʥʝʛʦ ʫʨʦʚʥʷ, 

ʦʙʨʘʙʦʪʢʫ, ʭʨʘʥʝʥʠʝ ʠ ʧʝʨʝʜʘʯʫ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʚʝʨʭʥʠʡ ʫʨʦʚʝʥʴ, ʜʦʩʪʫʧ ʢ ʚʥʝʰʥʠʤ ʙʘʟʘʤ 

ʜʘʥʥʳʭ, ʧʦʜʜʝʨʞʢʫ ʢʣʠʝʥʪʩʢʠʭ ɸʈʄ. 

ʇʨʦʪʦʢʦʣʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ, ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʩʝʨʚʝʨʦʤ:  

ʘ) ʥʠʞʥʝʛʦ ʫʨʦʚʥʷ: 

1) MODBUS RTU (ʚʝʜʫʱʠʡ); 

2) MODBUS TCP (ʢʣʠʝʥʪ); 

3) ʄʕʂ 60870-101 (ʚʝʜʫʱʠʡ); 

4) ʄʕʂ 60870-101 (ʢʣʠʝʥʪ); 

5) ʄʕʂ 60870-103 (ʚʝʜʫʱʠʡ); 

6) ʄʕʂ 60870-103 (ʢʣʠʝʥʪ); 

7) ʄʕʂ 60870-104 (ʢʣʠʝʥʪ); 

8) ʄʕʂ 61850 (ʢʣʠʝʥʪ); 

9) SPA-BUS (ʚʝʜʫʱʠʡ); 

10) OPC UA (ʢʣʠʝʥʪ); 

11) OPC UA (ʩʝʨʚʝʨ); 

12) S7 (ʢʣʠʝʥʪ);  

13) ʩʯʸʪʯʠʢʠ ʉʕʊ (ʚʝʜʫʱʠʡ); 

14) ʩʯʸʪʯʠʢʠ ʄʝʨʢʫʨʠʡ 230/233 (ʚʝʜʫʱʠʡ); 

15) ʩʯʝʪʯʠʢʠ ʄʀʈ-ʉ03; 

16) ʋʉʇɼ 164-01ʄ (ʚʝʜʫʱʠʡ);  

17) SNMP (ʢʣʠʝʥʪ); 

18) ʕʂʆʄ-3000; 

19) ARIS; 

ʙ) ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ: 

1) MODBUS RTU (ʚʝʜʦʤʳʡ); 

2) MODBUS TCP (ʩʝʨʚʝʨ); 

3) ʄʕʂ 60870-101 (ʚʝʜʦʤʳʡ); 

4) ʄʕʂ 60870-104 (ʩʝʨʚʝʨ); 

5) JSON (ʩʝʨʚʝʨ); 

ʚ) ʩʠʥʭʨʦʥʠʟʘʮʠʠ: 

1) SNTP; 

2) TSIP; 

3) NMEA 183; 

ʛ) ʩʧʝʮʠʬʠʯʝʩʢʠʝ ʧʨʦʪʦʢʦʣʳ: ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʩʝʨʚʝʨʦʚ. 

ʉʧʠʩʦʢ ʧʨʦʪʦʢʦʣʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ, ʢʦʪʦʨʳʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ 

ʧʨʦʛʨʘʤʤʥʳʤ ʢʦʤʧʣʝʢʩʦʤ "WebScadaMT", ʦʧʨʝʜʝʣʷʝʪʩʷ ʣʠʮʝʥʟʠʝʡ ʠ ʤʦʞʝʪ ʟʘʚʠʩʝʪʴ ʦʪ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʙʦʨʫʜʦʚʘʥʠʷ. 

ʉʝʨʚʝʨʥʘʷ ʯʘʩʪʴ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʥʘʙʦʨ ʤʦʜʫʣʝʡ ʩ ʧʨʦʪʦʢʦʣʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ 

ʦʙʤʝʥʘ ʠ ʚʥʫʪʨʝʥʥʶʶ ʙʘʟʫ ʜʘʥʥʳʭ (ʜʘʣʝʝ - ɹɼ), ʧʨʝʜʥʘʟʥʘʯʝʥʥʫʶ ʜʣʷ ʭʨʘʥʝʥʠʷ: 
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- ʧʘʨʘʤʝʪʨʦʚ ʢʦʥʪʨʦʣʠʨʫʝʤʳʭ ʫʩʪʨʦʡʩʪʚ; 

- ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ; 

- ʜʝʡʩʪʚʠʡ ʦʧʝʨʘʪʠʚʥʦʛʦ ʧʝʨʩʦʥʘʣʘ; 

- ʦʩʮʠʣʣʦʛʨʘʤʤ ʘʚʘʨʠʡ ʠ ʩʦʙʳʪʠʡ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʠʞʥʝʛʦ 

ʫʨʦʚʥʷ. 

2.3 ʂʣʠʝʥʪʩʢʘʷ ʯʘʩʪʴ 

2.3.1 ʂʣʠʝʥʪʩʢʘʷ ʯʘʩʪʴ ʨʝʘʣʠʟʦʚʘʥʘ ʚ ʚʠʜʝ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ ʠ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ:  

- ʨʝʜʘʢʪʦʨ ʤʥʝʤʦʩʭʝʤ;  

- ʢʦʥʬʠʛʫʨʘʪʦʨ ʧʨʦʪʦʢʦʣʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ; 

- ʢʦʥʬʠʛʫʨʘʪʦʨ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ɹɼ; 

- ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʨʘʙʦʪʳ ʩ ʪʨʝʥʜʘʤʠ ʠ ʛʨʘʬʠʢʘʤʠ; 

- ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʨʘʙʦʪʳ ʩ ʩʠʩʪʝʤʥʳʤʠ ʩʦʙʳʪʠʷʤʠ. 

ɼʣʷ ʨʘʙʦʪʳ ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʠ ʥʝʦʙʭʦʜʠʤ ʪʦʣʴʢʦ ʚʝʙ-ʙʨʘʫʟʝʨ "Google Chrome" 117 

(ʆʉ "Windows") ʠʣʠ "Chromium" 117 (ʆʉ "Linux"). ɺ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʇʨʆ ʤʦʞʝʪ 

ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ ʇʨʆ "FastView" ɼʀɺɻ.57201-ʭʭ (ʭʭ - ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ 

ʚʝʨʩʠʠ). ʇʨʆ "FastView" ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʙʳʩʪʨʦʛʦ ʧʨʦʩʤʦʪʨʘ, ʘʥʘʣʠʟʘ ʠ ʦʙʨʘʙʦʪʢʠ 

ʦʩʮʠʣʣʦʛʨʘʤʤ ʘʚʘʨʠʡʥʳʭ ʧʨʦʮʝʩʩʦʚ. 

ʈʝʜʘʢʪʦʨ ʤʥʝʤʦʩʭʝʤ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʘʙʦʨʘ ʠʥʪʝʨʘʢʪʠʚʥʳʭ ʩʭʝʤ 

ʦʙʲʝʢʪʘ, ʥʘ ʢʦʪʦʨʳʭ ʦʪʦʙʨʘʞʝʥʳ ʢʦʥʪʨʦʣʠʨʫʝʤʳʝ ʵʣʝʤʝʥʪʳ, ʩʦʙʳʪʠʷ, ʛʨʘʬʠʢʠ ʧʘʨʘʤʝʪʨʦʚ 

ʠ ʜʨʫʛʠʝ ʢʦʥʪʨʦʣʠʨʫʝʤʳʝ ʚʝʣʠʯʠʥʳ. ʅʘ ʵʢʨʘʥʝ ʢʦʤʧʴʶʪʝʨʘ ʚʳʚʦʜʠʪʩʷ ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ, 

ʥʝʦʙʭʦʜʠʤʘʷ ʜʣʷ ʦʮʝʥʢʠ ʩʠʪʫʘʮʠʠ ʥʘ ʦʙʲʝʢʪʝ (ʤʥʝʤʦʩʭʝʤʳ ʵʣʝʢʪʨʠʯʝʩʢʠʭ ʩʝʪʝʡ ʩ 

ʘʢʪʫʘʣʴʥʳʤʠ ʟʥʘʯʝʥʠʷʤʠ ʧʘʨʘʤʝʪʨʦʚ ʠ ʩʦʩʪʦʷʥʠʷʤʠ ʢʦʤʤʫʪʘʮʠʦʥʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ). 

ʂʦʥʬʠʛʫʨʘʪʦʨ ʧʨʦʪʦʢʦʣʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ ʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʧʦʟʚʦʣʷʝʪ 

ʦʧʠʩʘʪʴ ʩʪʨʫʢʪʫʨʫ ʦʙʦʨʫʜʦʚʘʥʠʷ ʧʦʜʩʪʘʥʮʠʠ, ʥʘʩʪʨʦʠʪʴ ʦʧʨʦʩ ʫʩʪʨʦʡʩʪʚ ʥʠʞʥʝʛʦ ʫʨʦʚʥʷ, 

ʥʘʩʪʨʦʠʪʴ ʧʝʨʝʜʘʯʫ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʚʝʨʭʥʠʡ ʫʨʦʚʝʥʴ, ʘ ʪʘʢʞʝ ʦʙʨʘʙʦʪʢʫ ʠ ʭʨʘʥʝʥʠʝ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʚʥʫʪʨʝʥʥʝʡ ʙʘʟʝ ʜʘʥʥʳʭ (ɺɹɼ). 

ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʨʘʙʦʪʳ ʩ ʪʨʝʥʜʘʤʠ ʠ ʛʨʘʬʠʢʘʤʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʥʘʩʪʨʦʡʢʠ 

ʭʨʘʥʝʥʠʷ ʠ ʦʪʦʙʨʘʞʝʥʠʷ ʘʨʭʠʚʥʳʭ ʟʥʘʯʝʥʠʡ. 

ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʨʘʙʦʪʳ ʩ ʩʠʩʪʝʤʥʳʤʠ ʩʦʙʳʪʠʷʤʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʘʚʘʨʠʡʥʳʭ, ʧʨʝʜʫʧʨʝʜʠʪʝʣʴʥʳʭ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʦʦʙʱʝʥʠʡ. 
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3 ʋʩʪʘʥʦʚʢʘ, ʦʙʥʦʚʣʝʥʠʝ, ʫʜʘʣʝʥʠʝ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ " WebScadaMT"  

3.1 ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʫʩʪʘʥʦʚʢʝ, ʦʙʥʦʚʣʝʥʠʠ, ʫʜʘʣʝʥʠʠ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʇʂ "WebScadaMT" ʠʟʣʦʞʝʥʘ ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘ 

ɼʀɺɻ.20804-12 32 01 "ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩʘ "WebScadaMT". ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ 

ʧʨʦʛʨʘʤʤʠʩʪʘ". 
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4 ʈʘʙʦʪʘ ʩ ʧʨʦʛʨʘʤʤʥʳʤ ʢʦʤʧʣʝʢʩʦʤ " WebScadaMT"  

4.1 ʇʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʨʚʝʨʫ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ " WebScadaMT"  

4.1.1 ɼʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʨʚʝʨʫ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ "WebScadaMT" ʧʦ 

ʧʨʦʪʦʢʦʣʫ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ HTTP ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʫʩʪʠʪʴ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʚʝʙ-

ʙʨʘʫʟʝʨ ʠ ʚʚʝʩʪʠ IP-ʘʜʨʝʩ ʩʝʨʚʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ ʇʂ "WebScadaMT", ʚ ʘʜʨʝʩʥʫʶ 

ʩʪʨʦʢʫ ʚʝʙ-ʙʨʘʫʟʝʨʘ, ʣʠʙʦ (ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʩ ʩʝʨʚʝʨʘ) ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʷʨʣʳʢʦʤ, ʩʦʟʜʘʥʥʳʤ ʚ ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʢʠ ʇʂ "WebScadaMT" (ʨʠʩʫʥʦʢ 1). 

ʇʨʠʤʝʯʘʥʠʝ - ɼʘʣʝʝ ʥʘ ʨʠʩʫʥʢʘʭ ʚʝʨʩʠʷ, ʦʙʦʟʥʘʯʝʥʠʷ ʠ ʜʘʪʘ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʦʪ 

ʫʢʘʟʘʥʥʳʭ ʚ ʇʂ "WebScadaMT". 

 

ʈʠʩʫʥʦʢ 1 

4.2 ɸʚʪʦʨʠʟʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 

4.2.1 ʇʨʠ ʟʘʧʫʩʢʝ ʇʂ "WebScadaMT" ʦʪʢʨʳʚʘʝʪʩʷ ʩʪʨʘʥʠʮʘ ʘʚʪʦʨʠʟʘʮʠʠ 

(ʨʠʩʫʥʦʢ 2), ʥʘ ʢʦʪʦʨʦʡ ʨʘʩʧʦʣʦʞʝʥʘ ʬʦʨʤʘ ʘʚʪʦʨʠʟʘʮʠʠ, ʥʘ ʢʦʪʦʨʦʡ ʥʝʦʙʭʦʜʠʤʦ 

ʟʘʧʦʣʥʠʪʴ ʧʦʣʷ "ʃʦʛʠʥ", "ʇʘʨʦʣ"ɹ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ "ɺʭʦʜ". 

 

ʈʠʩʫʥʦʢ 2 

4.2.2 ʇʨʠ ʧʝʨʚʦʤ ʧʦʜʢʣʶʯʝʥʠʠ ʚ ʩʣʫʯʘʝ ʦʞʠʜʘʥʠʷ ʤʝʜʣʝʥʥʦʛʦ ʠʣʠ ʥʝʫʩʪʦʡʯʠʚʦʛʦ 

ʢʘʥʘʣʘ ʩʚʷʟʠ ʤʝʞʜʫ ʢʣʠʝʥʪʦʤ ʠ ʩʝʨʚʝʨʦʤ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ "WebScadaMT", 

ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʦʣʥʠʪʴ ʧʦʣʷ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ, ʘ ʠʤʝʥʥʦ ʫʚʝʣʠʯʠʪʴ "ɺʨʝʤʷ 

ʧʦʜʢʣʶʯʝʥʠʷ, ʩ:". ɼʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ , ʢʦʪʦʨʘʷ ʨʘʩʧʦʣʦʞʝʥʘ ʚ 

ʧʨʘʚʦʤ ʚʝʨʭʥʝʤ ʫʛʣʫ ʦʢʥʘ ʘʚʪʦʨʠʟʘʮʠʠ (ʨʠʩʫʥʦʢ 2), ʧʦʩʣʝ ʯʝʛʦ ʦʪʢʨʦʝʪʩʷ ʜʠʘʣʦʛʦʚʦʝ ʦʢʥʦ 

(ʨʠʩʫʥʦʢ 3 ʘ)). ɸʜʨʝʩʘ ʦʩʥʦʚʥʦʛʦ ʠ ʨʝʟʝʨʚʥʦʛʦ ʩʝʨʚʝʨʦʚ ʷʚʣʷʶʪʩʷ ʥʝʨʝʜʘʢʪʠʨʫʝʤʳʤʠ ʠ 

ʧʦʩʪʫʧʘʶʪ ʥʘ ʢʣʠʝʥʪ ʩ ʩʝʨʚʝʨʘ. 

 

ʅʘʩʪʨʦʡʢʠ 

ʩʦʝʜʠʥʝʥʠʷ 
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ʘ) 

 

ʙ) 

ʈʠʩʫʥʦʢ 3 

ɼʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʠ "ʆʂ" ʠ "ɺʭʦʜ". 

ʇʨʠ ʨʘʙʦʪʝ ʩ ʜʝʤʦʥʩʪʨʘʮʠʦʥʥʦʡ ʚʝʨʩʠʝʡ (ʜʘʣʝʝ ʜʝʤʦʚʝʨʩʠʷ) ʩʚʝʨʭʫ ʩʪʨʘʥʠʮʳ 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʩ ʫʢʘʟʘʥʠʝʤ ʦʩʪʘʚʰʠʭʩʷ ʜʥʝʡ ʨʘʙʦʪʳ ʇʂ "WebScadaMT" 

(ʨʠʩʫʥʦʢ 3 ʙ)). ʇʨʠ ʠʩʪʝʯʝʥʠʠ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʜʝʤʦ ʚʝʨʩʠʠ ʨʘʙʦʪʘ ʚʩʝʭ ʤʦʜʫʣʝʡ ʇʂ 

"WebScadaMT" ʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʧʨʠ ʵʪʦʤ ʘʚʪʦʨʠʟʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝ ʧʨʦʠʩʭʦʜʠʪ. 

ɼʝʡʩʪʚʠʷ ʜʣʷ ʧʨʦʜʣʝʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʜʝʤʦʚʝʨʩʠʠ ʠʣʠ ʧʨʠʦʙʨʝʪʝʥʠʶ ʧʦʣʥʦʡ ʚʝʨʩʠʠ 

ʧʨʠʚʝʜʝʥʳ ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘ "ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ 

"WebScadaMT". ʈʫʢʦʚʦʜʩʪʚʦ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʠʩʪʘ" ɼʀɺɻ.20804-12 32 01. 

ʇʨʠʤʝʯʘʥʠʝ ï ʅʘʩʪʨʦʡʢʠ ʩʦʝʜʠʥʝʥʠʷ ʩʦʭʨʘʥʷʶʪʩʷ ʪʦʣʴʢʦ ʚ ʪʦʤ ʙʨʘʫʟʝʨʝ, ʚ ʢʦʪʦʨʦʤ 

ʦʩʫʱʝʩʪʚʣʷʣʘʩʴ ʥʘʩʪʨʦʡʢʘ. ʇʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʩʝʨʚʝʨʫ ʇʂ "WebScadaMT" ʩ ʧʦʤʦʱʴʶ ʜʨʫʛʦʛʦ 

ʙʨʘʫʟʝʨʘ ʠʣʠ ʜʨʫʛʦʡ ʇʕɺʄ ʜʘʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʚʚʦʜʠʪʴ ʟʘʥʦʚʦ. 

4.2.3 ʇʨʠ ʧʨʘʚʠʣʴʥʦʤ ʚʚʦʜʝ ʣʦʛʠʥʘ, ʧʘʨʦʣʷ ʠ ʥʘʣʠʯʠʠ ʩʚʷʟʠ ʩ ʩʝʨʚʝʨʦʤ ʦʪʢʨʦʝʪʩʷ 

ʛʣʘʚʥʘʷ ʩʪʨʘʥʠʮʘ ʇʂ "WebScadaMT" (ʨʠʩʫʥʦʢ 4). 
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ʈʠʩʫʥʦʢ 4 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʩʚʷʟʠ ʩ ʩʝʨʚʝʨʦʤ ʚʭʦʜ ʚ ʧʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ "WebScadaMT" ʥʝ 

ʧʨʦʠʟʦʡʜʝʪ, ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ (ʨʠʩʫʥʦʢ 5) ʠ/ʠʣʠ ʠʥʜʠʢʘʪʦʨ ʩʚʷʟʠ (ʨʠʩʫʥʦʢ 6) 

ʥʘ ʧʘʥʝʣʠ ʥʘʚʠʛʘʮʠʠ ʠ ʠʥʜʠʢʘʮʠʠ (ʧʨʠʣʦʞʝʥʠʝ ɸ) ʩ ʩʝʨʚʝʨʦʤ ʥʝ ʙʫʜʝʪ ʟʝʣʝʥʦʛʦ ʮʚʝʪʘ. 

 

ʈʠʩʫʥʦʢ 5 

 

ʈʠʩʫʥʦʢ 6 

ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʩʣʫʞʙʳ "WebScadaMT" (ʨʠʩʫʥʦʢ 7) 

ʠ, ʝʩʣʠ ʦʥʘ ʦʩʪʘʥʦʚʣʝʥʘ, ʚʢʣʶʯʠʪʴ. 

 

ʈʠʩʫʥʦʢ 7 

ɼʣʷ ʆʉ "Linux" ʥʘʜʦ ʧʨʦʚʝʨʠʪʴ ʩʦʩʪʦʷʥʠʝ ʩʣʫʞʙʳ "WebScadaMT" ʢʦʤʘʥʜʦʡ 

systemctl  status  webscadamt 

ɽʩʣʠ ʩʣʫʞʙʘ "WebScadaMT" ʥʝ ʚ ʩʦʩʪʦʷʥʠʠ active (running), ʪʦ ʟʘʧʫʩʪʠʪʴ ʢʦʤʘʥʜʦʡ 

systemctl  start  webscadamt 

4.2.4 ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘʟʥʘʯʝʥʥʳʭ ʩʠʩʪʝʤʥʳʤ ʧʨʦʛʨʘʤʤʠʩʪʦʤ, 

ʥʝʢʦʪʦʨʳʝ ʧʫʥʢʪʳ ʤʝʥʶ (ʧʨʠʣʦʞʝʥʠʝ ɸ) ʠ ʬʫʥʢʮʠʠ ʚ ʧʨʦʛʨʘʤʤʥʦʤ 

ʢʦʤʧʣʝʢʩʝ "WebScadaMT" ʤʦʛʫʪ ʦʪʩʫʪʩʪʚʦʚʘʪʴ. 

ʀʥʜʠʢʘʪʦʨ ʩʚʷʟʠ 
ʩ ʩʝʨʚʝʨʦʤ 
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4.3 ʉʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʷ 

4.3.1 ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʟʘʚʝʨʰʠʪʴ ʩʝʘʥʩ ʠ ʚʝʨʥʫʪʴʩʷ ʢ ʦʢʥʫ "ɸʚʪʦʨʠʟʘʮʠʷ" 

ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʢʥʦʧʢʫ "ɺʳʭʦʜ" ( ) ʥʘ ʧʘʥʝʣʠ ʥʘʚʠʛʘʮʠʠ ʠ ʠʥʜʠʢʘʮʠʠ 

(ʧʨʠʣʦʞʝʥʠʝ ɸ). ʆʪʢʨʦʝʪʩʷ ʩʪʨʘʥʠʮʘ ʘʚʪʦʨʠʟʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʨʠʩʫʥʦʢ 2) ʜʣʷ ʚʚʦʜʘ 

"ʃʦʛʠʥ", "ʇʘʨʦʣʴ" ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɽʩʣʠ ʧʦʚʪʦʨʥʳʡ ʚʭʦʜ ʥʝ ʪʨʝʙʫʝʪʩʷ, ʤʦʞʥʦ ʟʘʢʨʳʪʴ ʪʝʢʫʱʫʶ ʚʢʣʘʜʢʫ ʚʝʙ-ʙʨʘʫʟʝʨʘ 

ʠʣʠ ʩʘʤ ʚʝʙ-ʙʨʘʫʟʝʨ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ, ʩʝʩʩʠʷ ʢʣʠʝʥʪʘ ʙʫʜʝʪ ʟʘʢʨʳʪʘ ʩʝʨʚʝʨʦʤ ʩʧʫʩʪʷ 5 ʤʠʥʫʪ. 

4.4 ʄʝʥʶ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ " WebScadaMT"  

4.4.1 ʉ ʧʦʤʦʱʴʶ ʤʝʥʶ ʇʂ "WebScadaMT" (ʨʠʩʫʥʦʢ 8) ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʝʨʝʭʦʜ 

ʤʝʞʜʫ ʩʪʨʘʥʠʮʘʤʠ ʇʂ "WebScadaMT". ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʨʘʟʨʝʰʝʥʠʡ 

ʧʦʣʴʟʦʚʘʪʝʣʶ ʤʦʛʫʪ ʙʳʪʴ ʥʝʜʦʩʪʫʧʥʳ ʥʝʢʦʪʦʨʳʝ ʩʪʨʘʥʠʮʳ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʫʥʢʪʳ 

ʤʝʥʶ ʥʝ ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

 

ʈʠʩʫʥʦʢ 8 

4.5 ʉʪʨʘʥʠʮʘ "ɻʣʘʚʥʘʷ"  

4.5.1 ʉʦʟʜʘʥʠʝ ʧʨʦʝʢʪʘ 

4.5.1.1 ʇʦʣʴʟʦʚʘʪʝʣʴ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʧʨʘʚʘʤʠ ʥʘ ʩʪʨʘʥʠʮʝ "ɻʣʘʚʥʘʷ" 

(ʨʠʩʫʥʦʢ 9) ʤʦʞʝʪ ʩʦʟʜʘʪʴ ʥʦʚʳʡ ʧʨʦʝʢʪ, ʜʦʙʘʚʠʪʴ ʚ ʘʨʭʠʚ ʨʘʥʝʝ ʩʦʟʜʘʥʥʳʡ ʧʨʦʝʢʪ ʠʟ 

mtp-ʬʘʡʣʘ, ʩʦʭʨʘʥʠʪʴ ʧʨʦʝʢʪ ʚ mtp-ʬʘʡʣ ʠʣʠ ʟʘʛʨʫʟʠʪʴ (ʩʜʝʣʘʪʴ ʪʝʢʫʱʠʤ) ʚʳʙʨʘʥʥʳʡ 

ʧʨʦʝʢʪ. 

 

ʈʠʩʫʥʦʢ 9 

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʥʦʚʳʡ ʧʨʦʝʢʪ, ʚ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʚʢʣʘʜʢʠ "ʇʨʦʝʢʪʳ" ʛʣʘʚʥʦʡ 
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ʩʪʨʘʥʠʮʳ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ "ʉʦʟʜʘʪʴ ʥʦʚʳʡ ʧʨʦʝʢʪ" ( ). ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ "ɼʦʙʘʚʠʪʴ 

ʧʨʦʝʢʪ", ʚ ʢʦʪʦʨʦʤ ʟʘʜʘʝʪʩʷ ʥʘʠʤʝʥʦʚʘʥʠʝ ʧʨʦʝʢʪʘ (ʨʠʩʫʥʦʢ 10). ɺʚʝʩʪʠ ʠʤʷ ʧʨʦʝʢʪʘ ʠ 

ʥʘʞʘʪʴ ʢʥʦʧʢʫ "ʆʂ". 

 

ʈʠʩʫʥʦʢ 10 

4.5.2 ɿʘʛʨʫʟʢʘ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʨʦʝʢʪʘ 

4.5.2.1 ʏʪʦʙʳ ʟʘʛʨʫʟʠʪʴ ʩʫʱʝʩʪʚʫʶʱʠʡ ʧʨʦʝʢʪ ʩ ʢʦʤʧʴʶʪʝʨʘ ʢʣʠʝʥʪʘ ʥʘ ʩʝʨʚʝʨ, 

ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ "ɼʦʙʘʚʠʪʴ ʧʨʦʝʢʪ ʠʟ ʬʘʡʣʘ", ʥʘʞʘʚ ʥʘ ʢʥʦʧʢʫ . ɺ ʩʪʘʥʜʘʨʪʥʦʤ 

ʦʢʥʝ "ʆʪʢʨʳʪʴ" ʚʳʙʨʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʬʘʡʣ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ "ʆʪʢʨʳʪʴ". ʅʘʞʘʪʴ 

ʢʥʦʧʢʫ "ɿʘʛʨʫʟʠʪʴ". ʇʨʦʝʢʪ ʟʘʛʨʫʟʠʪʩʷ ʚ ɹɼ ʩʝʨʚʝʨʘ. 

4.5.3 ʉʦʭʨʘʥʝʥʠʝ ʧʨʦʝʢʪʘ 

4.5.3.1 ʏʪʦʙʳ ʩʦʭʨʘʥʠʪʴ ʩʫʱʝʩʪʚʫʶʱʠʡ ʧʨʦʝʢʪ ʩ ʩʝʨʚʝʨʘ ʥʘ ʢʦʤʧʴʶʪʝʨ ʢʣʠʝʥʪʘ, 

ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ "ʉʢʘʯʘʪʴ" ʚ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʚʢʣʘʜʢʠ "ʇʨʦʝʢʪʳ" ʛʣʘʚʥʦʡ 

ʩʪʨʘʥʠʮʳ. ʇʨʦʝʢʪ ʙʫʜʝʪ ʩʦʭʨʘʥʝʥ ʚ ʜʠʨʝʢʪʦʨʠʶ, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʚ ʙʨʘʫʟʝʨʝ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ 

ʬʘʡʣʦʚ. 

4.5.4 ɸʢʪʠʚʘʮʠʷ ʧʨʦʝʢʪʘ 

4.5.4.1 ʏʪʦʙʳ ʧʨʦʝʢʪ, ʩʫʱʝʩʪʚʫʶʱʠʡ ʚ ɹɼ, ʩʜʝʣʘʪʴ ʪʝʢʫʱʠʤ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʜʝʣʠʪʴ 

ʝʛʦ ʥʘʞʘʪʠʝʤ ʠ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ "ɿʘʛʨʫʟʠʪʴ ʚʳʙʨʘʥʥʳʡ ʧʨʦʝʢʪ" ( ). 

ʇʦʜʪʚʝʨʜʠʪ ɹʟʘʛʨʫʟʢʫ ʚʳʙʨʘʥʥʦʛʦ ʧʨʦʝʢʪʘ ʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʩʦʭʨʘʥʝʥʠʷ ʟʘʤʝʥʷʝʤʦʛʦ 

(ʨʠʩʫʥʦʢ 11). 

 

ʈʠʩʫʥʦʢ 11 

ʇʨʦʝʢʪ ʥʝ ʙʫʜʝʪ ʟʘʛʨʫʞʝʥ, ʝʩʣʠ ʚ ʥʝʤ ʧʨʠʩʫʪʩʪʚʫʶʪ ʤʦʜʫʣʠ, ʢʦʪʦʨʳʝ ʦʪʩʫʪʩʪʚʫʶʪ ʚ 

ʩʠʩʪʝʤʝ (ʣʠʮʝʥʟʠʠ) ʠ ʙʫʜʝʪ ʦʪʢʨʳʪ ʧʨʝʜʳʜʫʱʠʡ ʧʨʦʝʢʪ. ɼʣʷ ʟʘʛʨʫʟʢʠ ʪʘʢʦʛʦ ʧʨʦʝʢʪʘ 

ʩʣʝʜʫʝʪ ʧʨʠ ʟʘʛʨʫʟʢʝ ʚʳʙʨʘʪʴ ʢʥʦʧʢʫ "ʇʨʠʥʫʜʠʪʝʣʴʥʦ" (ʨʠʩʫʥʦʢ 11). ʇʨʠ ʵʪʦʤ ʧʨʦʝʢʪ 

ʙʫʜʝʪ ʟʘʛʨʫʞʝʥ, ʥʦ ʙʝʟ ʤʦʜʫʣʝʡ, ʦʪʩʫʪʩʪʚʫʶʱʠʭ ʚ ʣʠʮʝʥʟʠʠ. 

ɿʘʛʨʫʞʝʥʥʳʡ ʧʨʦʝʢʪ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʟʘʛʦʣʦʚʢʝ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ. 
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4.5.5 ʅʘʩʪʨʦʡʢʘ ʪʝʢʫʱʝʛʦ ʧʨʦʝʢʪʘ 

4.5.5.1 ʅʘʩʪʨʦʡʢʘ ʪʝʢʫʱʝʛʦ ʧʨʦʝʢʪʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘ ʚʢʣʘʜʢʝ "ʅʘʩʪʨʦʡʢʠ 

ʩʠʩʪʝʤʳ". ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʜʣʷ ʪʝʢʫʱʝʛʦ ʧʨʦʝʢʪʘ ʤʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ 

ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ ʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʚʢʣʶʯʠʪʴ ʨʝʞʠʤ ʦʪʣʘʜʢʠ (ʨʠʩʫʥʦʢ 12). ʇʨʠ 

ʚʳʢʣʶʯʝʥʥʦʤ ʨʝʞʠʤʝ ʦʪʣʘʜʢʠ ʥʝ ʩʦʟʜʘʶʪʩʷ ʣʦʛ-ʬʘʡʣʳ ʤʦʜʫʣʝʡ ʇʂ "WebScadaMT". 

ɽʩʣʠ ʨʝʞʠʤ ʦʪʣʘʜʢʠ ʚʢʣʶʯʝʥ, ʪʦ ʣʦʛ-ʬʘʡʣʳ ʨʘʙʦʪʳ ʤʦʜʫʣʝʡ, ʜʣʷ ʢʦʪʦʨʳʭ ʚʢʣʶʯʝʥ 

ʨʝʞʠʤ ʦʪʣʘʜʢʠ (ʨʠʩʫʥʦʢ 13), ʙʫʜʫʪ ʟʘʧʠʩʘʥʳ. ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʨʝʞʠʤ ʦʪʣʘʜʢʠ ʜʣʷ ʤʦʜʫʣʷ 

ʩʣʝʜʫʝʪ ʥʘ ʩʪʨʘʥʠʮʝ "ʆʧʨʦʩ", ʚʳʙʨʘʪʴ ʤʦʜʫʣʴ ʠʟ ʩʧʠʩʢʘ ʚ "ʂʦʥʬʠʛʫʨʘʪʦʨʝ ʤʦʜʫʣʝʡ" ʠ ʚʦ 

ʚʢʣʘʜʢʝ "ʅʘʩʪʨʦʡʢʠ" ʚʢʣʶʯʠʪʴ ʨʝʞʠʤ ʦʪʣʘʜʢʠ. ɼʘʥʥʫʶ ʥʘʩʪʨʦʡʢʫ ʩʣʝʜʫʝʪ ʩʦʭʨʘʥʠʪʴ 

ʥʘʞʘʪʠʝʤ ʢʥʦʧʦʢ "ʉʦʭʨʘʥʠʪʴ" ʠ "ʉʦʭʨʘʥʠʪʴ ʧʨʦʝʢʪ". 

ʇʨʠ ʚʢʣʶʯʝʥʥʦʤ ʨʝʞʠʤʝ ʦʪʣʘʜʢʠ ʥʝʦʙʭʦʜʠʤʦ ʩʣʝʜʠʪʴ ʟʘ ʨʘʟʤʝʨʦʤ ʩʚʦʙʦʜʥʦʡ 

ʧʘʤʷʪʠ ʥʘ ʜʠʩʢʝ, ʛʜʝ ʫʩʪʘʥʦʚʣʝʥ ʇʂ "WebScadaMT". ʇʦʪʦʢ ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʩʦʩʪʘʚʣʷʪʴ 

ʥʝʩʢʦʣʴʢʦ ʛʠʛʘʙʘʡʪ ʚ ʩʫʪʢʠ. 

 

ʈʠʩʫʥʦʢ 12 

 

ʈʠʩʫʥʦʢ 13 
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4.5.6 ɺʢʣʘʜʢʘ "ʀʥʬʦʨʤʘʮʠʷ"  

4.5.6.1 ʅʘ ʚʢʣʘʜʢʝ "ʀʥʬʦʨʤʘʮʠʷ" ʦʪʦʙʨʘʞʘʝʪʩʷ ʦʩʥʦʚʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʇʂ 

"WebScadaMT", ʣʠʮʝʥʟʠʠ ʠ ʩʦʩʪʦʷʥʠʠ ʟʘʛʨʫʟʢʠ ʩʠʩʪʝʤʳ (ʨʠʩʫʥʦʢ 14). 

 

ʈʠʩʫʥʦʢ 14 

ʇʘʨʘʤʝʪʨʳ, ʦʪʦʙʨʘʞʘʝʤʳʝ ʥʘ ʢʣʘʜʢʝ "ʀʥʬʦʨʤʘʮʠʷ" ʧʨʠʚʝʜʝʥʳ ʚ ʪʘʙʣʠʮʝ 1. 

ʊʘʙʣʠʮʘ 1 

ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ɺʝʨʩʠʷ ʊʝʢʫʱʘʷ ʚʝʨʩʠʷ ʇʂ "WebScadaMT" 

ɼʘʪʘ ʩʙʦʨʢʠ ɼʘʪʘ ʩʙʦʨʢʠ ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʇʂ "WebScadaMT" 

ɸʚʪʦʨʩʢʠʝ ʧʨʘʚʘ 
ʆʆʆ "ʅʊʎ "ʄʝʭʘʥʦʪʨʦʥʠʢʘ", ʚʣʘʜʝʣʝʮ ʧʨʦʜʫʢʪʘ ʇʂ 

"WebScadaMT"  

ʊʝʣ. ʂʦʥʪʘʢʪʥʳʡ ʥʦʤʝʨ ʪʝʣʝʬʦʥʘ 

E-mail ɸʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʆʆʆ "ʅʊʎ "ʄʝʭʘʥʦʪʨʦʥʠʢʘ" 

ɺʝʙ-ʩʘʡʪ ɺʝʙ-ʩʘʡʪ ʆʆʆ "ʅʊʎ "ʄʝʭʘʥʦʪʨʦʥʠʢʘ" 

ʆʉ ʩʝʨʚʝʨʘ ʆʉ ʩʝʨʚʝʨʘ ʇʂ "WebScadaMT" 

ɿʘʢʘʟʯʠʢ ʅʘʠʤʝʥʦʚʘʥʠʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʦʡ ʚʳʜʘʥʘ ʣʠʮʝʥʟʠʷ 

ʂʦʣ-ʚʦ ʤʦʜʫʣʝʡ 
ʂʦʣʠʯʝʩʪʚʦ ʤʦʜʫʣʝʡ, ʢʦʪʦʨʳʝ ʜʦʩʪʫʧʥʳ ʜʣʷ ʨʘʙʦʪʳ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʣʠʮʝʥʟʠʝʡ 

ʃʠʮʝʥʟʠʦʥʥʦʝ 

ʩʦʛʣʘʰʝʥʠʝ 
ʊʝʢʩʪ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ 

ʂʦʣ-ʚʦ ʧʘʨʘʤʝʪʨʦʚ 
ʂʦʣʠʯʝʩʪʚʦ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʝʢʪʘ. ʇʘʨʘʤʝʪʨʳ ʦʪʦʙʨʘʞʘʶʪʩʷ ʥʘ 

ʚʢʣʘʜʢʝ "ʇʘʨʘʤʝʪʨʳ" ʨʘʟʜʝʣʘ "ʉʝʨʚʝʨ ʦʧʨʦʩʘ" 

ʎʇ (ʦʙʱʘʷ) ɿʘʛʨʫʟʢʘ ʎʇ ʦʙʱʘʷ 
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ʇʘʨʘʤʝʪʨ ʆʧʠʩʘʥʠʝ 

ʎʇ (ʧʨʦʮʝʩʩ) ɿʘʛʨʫʟʢʘ ʎʇ ʩʣʫʞʙʦʡ ʇʂ "WebScadaMT" 

ʂʦʣ-ʚʦ ʧʦʪʦʢʦʚ ʂʦʣʠʯʝʩʪʚʦ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʧʦʪʦʢʦʚ ʜʘʥʥʳʭ 

ʆʯʝʨʝʜʴ ʚʭʦʜʷʱʘʷ 

(ʷʜʨʦ) 
ʂʦʣʠʯʝʩʪʚʦ ʪʝʛʦʚ ʚʦ ʚʭʦʜʷʱʝʡ ʦʯʝʨʝʜʠ ʇʂ "WebScadaMT" 

ʆʯʝʨʝʜʴ ʠʩʭʦʜʷʱʘʷ 

(ʷʜʨʦ) 
ʂʦʣʠʯʝʩʪʚʦ ʪʝʛʦʚ ʚ ʠʩʭʦʜʷʱʝʡ ʦʯʝʨʝʜʠ ʇʂ "WebScadaMT" 
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4.6 ʉʪʨʘʥʠʮʘ "ʆʧʨʦʩ"  

4.6.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ 

4.6.1.1 ʉʪʨʘʥʠʮʘ "ʆʧʨʦʩ" ʩʦʜʝʨʞʠʪ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠ ʨʘʙʦʪʳ ʩ ʦʧʨʦʩʦʤ 

ʫʩʪʨʦʡʩʪʚ ʠ ʩʝʨʚʝʨʦʚ ʥʠʞʥʝʛʦ ʫʨʦʚʥʷ, ʩʝʨʚʝʨʦʚ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʚʝʨʭʥʠʤ ʫʨʦʚʥʝʤ, 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʦʜʫʣʝʡ ʠ ʧʘʨʘʤʝʪʨʦʚ ʇʂ "WebScadaMT". 

ʈʘʙʦʯʘʷ ʦʙʣʘʩʪʴ ʩʪʨʘʥʠʮʳ "ʆʧʨʦʩ" (ʨʠʩʫʥʦʢ 15) ʨʘʟʜʝʣʝʥʘ ʥʘ ʜʚʝ ʯʘʩʪʠ, ʩʣʝʚʘ 

ʨʘʩʧʦʣʦʞʝʥʘ ʦʙʣʘʩʪʴ "ʂʦʥʬʠʛʫʨʘʪʦʨ ʤʦʜʫʣʝʡ", ʩʧʨʘʚʘ ʦʙʣʘʩʪʴ ʫʩʪʘʥʦʚʢʠ ʧʘʨʘʤʝʪʨʦʚ. 

ʂʦʨʥʝʚʦʡ ʵʣʝʤʝʥʪ ʢʦʥʬʠʛʫʨʘʪʦʨʘ ʤʦʜʫʣʝʡ "ʉʝʨʚʝʨ ʦʧʨʦʩʘ" ʩʦʜʝʨʞʠʪ ʚ ʢʘʯʝʩʪʚʝ ʜʦʯʝʨʥʠʭ 

ʵʣʝʤʝʥʪʦʚ ʥʘʙʦʨ ʤʦʜʫʣʝʡ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʣʠʮʝʥʟʠʠ ʥʘ ʇʂ "WebScadaMT" (ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʣʠʮʝʥʟʠʠ ʥʝʢʦʪʦʨʳʝ ʵʣʝʤʝʥʪʳ ʤʦʛʫʪ ʦʪʩʫʪʩʪʚʦʚʘʪʴ ʚ ʦʙʣʘʩʪʠ 

"ʂʦʥʬʠʛʫʨʘʪʦʨ ʤʦʜʫʣʝʡ").  

 

ʈʠʩʫʥʦʢ 15 

ʇʨʠ ʨʘʙʦʪʝ ʩ ʠʝʨʘʨʭʠʯʝʩʢʠ ʦʨʛʘʥʠʟʦʚʘʥʥʳʤ ʧʝʨʝʯʥʝʤ ʤʦʜʫʣʝʡ, ʧʘʨʘʤʝʪʨʦʚ ʠʣʠ 

ʦʙʦʨʫʜʦʚʘʥʠʷ, ʯʪʦʙʳ ʨʘʟʚʝʨʥʫʪʴ ʧʝʨʝʯʝʥʴ, ʩʣʝʜʫʝʪ ʥʘʞʘʪʴ ʥʘ ʧʠʢʪʦʛʨʘʤʤʫ  ʚ ʩʪʨʦʢʝ ʩ 

ʥʘʟʚʘʥʠʝʤ ʩʚʝʨʥʫʪʦʛʦ ʧʫʥʢʪʘ, ʯʪʦʙʳ ʩʚʝʨʥʫʪʴ - ʥʘ ʧʠʢʪʦʛʨʘʤʤʫ . 

ɺʩʝ ʢʦʨʥʝʚʳʝ ʵʣʝʤʝʥʪʳ ʤʦʜʫʣʝʡ ʩʦʜʝʨʞʘʪ ʢʥʦʧʢʠ-ʠʥʜʠʢʘʪʦʨʳ (ʨʠʩʫʥʦʢ 16), ʩ 

ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʥʪʨʦʣʴ ʠ ʫʧʨʘʚʣʝʥʠʝ. ɺʦʟʤʦʞʥʳʝ ʩʦʩʪʦʷʥʠʷ ʢʥʦʧʦʢ-

ʠʥʜʠʢʘʪʦʨʦʚ ʦʧʠʩʘʥʳ ʚ ʪʘʙʣʠʮʝ 2. ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ ʤʦʜʫʣʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘʞʘʪʠʝʤ 

ʣʝʚʦʡ ʢʥʦʧʢʦʡ ʤʘʥʠʧʫʣʷʪʦʨʘ "ʤʳʰɹ" ʧʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʢʥʦʧʢʝ-ʠʥʜʠʢʘʪʦʨʫ ʚʳʙʨʘʥʥʦʛʦ 

ʵʣʝʤʝʥʪʘ.  

 

ʈʠʩʫʥʦʢ 16  

ʉʚʝʨʥʫʪʴ 

ʂʦʥʬʠʛʫʨʘʪʦʨ 

ʤʦʜʫʣʝʡ 
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ʊʘʙʣʠʮʘ 2 

ʀʥʜʠʢʘʪʦʨ ʎʚʝʪ ʆʧʠʩʘʥʠʝ 

 
ɿʝʣʝʥʳʡ ʄʦʜʫʣʴ ʟʘʧʫʱʝʥ 

 
ɿʝʣʝʥʳʡ/ ʂʨʘʩʥʳʡ ʈʝʜʢʠʝ/ʦʜʠʥʦʯʥʳʝ ʦʰʠʙʢʠ ʚ ʨʘʙʦʪʝ ʤʦʜʫʣʷ 

 
ʂʨʘʩʥʳʡ ʆʰʠʙʢʠ ʚ ʨʘʙʦʪʝ ʤʦʜʫʣʷ 

 ʆʨʘʥʞʝʚʳʡ 

ʇʨʦʮʝʩʩ ʦʩʪʘʥʦʚʢʠ/ʟʘʧʫʩʢʘ ʤʦʜʫʣʷ ʠʣʠ ʠʜʝʪ 

ʧʨʦʮʝʩʩ ʩʤʝʥʳ ʨʦʣʠ ʩʝʨʚʝʨʘ ʚ ʩʠʩʪʝʤʝ 

ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ 

 ʉʝʨʳʡ ʄʦʜʫʣʴ ʦʩʪʘʥʦʚʣʝʥ 

 ʉʝʨʳʡ/ɻʦʣʫʙʦʡ 
ʄʦʜʫʣʴ ʟʘʧʫʩʢʘʝʪʩʷ ʚ ʨʝʞʠʤʝ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ 

ʩʝʨʚʝʨʦʚ 

ɿʘʧʫʩʢ ʣʶʙʦʛʦ ʵʣʝʤʝʥʪʘ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ ʧʨʠʚʦʜʠʪ ʢ ʟʘʧʫʩʢʫ ʚʩʝʭ ʝʛʦ ʜʦʯʝʨʥʠʭ 

ʵʣʝʤʝʥʪʦʚ, ʦʪʤʝʯʝʥʥʳʭ ʬʣʘʛʘʤʠ  "ɸʚʪʦʟʘʧʫʩʢ", "ɺʢʣ/ʆʪʢʣ.". 

ʉʦʭʨʘʥʝʥʠʝ ʥʘʩʪʨʦʝʢ ʚʳʙʨʘʥʥʦʛʦ ʤʦʜʫʣʷ ʚʦʟʤʦʞʥʦ ʧʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʦʢ 

"ʉʦʭʨʘʥʠʪʴ", "ʉʦʭʨʘʥʠʪʴ ʧʨʦʝʢʪ". ɺ ʩʣʫʯʘʝ, ʢʦʛʜʘ ʤʦʜʫʣʴ ʨʘʙʦʪʘʝʪ, ʧʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʦʥ 

ʙʫʜʝʪ ʦʩʪʘʥʦʚʣʝʥ ʠ ʧʦʪʨʝʙʫʝʪʩʷ ʝʛʦ ʚʢʣʶʯʝʥʠʝ ʦʧʝʨʘʪʦʨʦʤ.  

4.6.2 ɺʢʣʘʜʢʠ ʤʦʜʫʣʷ "ʉʝʨʚʝʨ ʦʧʨʦʩʘ"  

4.6.2.1 ɺʢʣʘʜʢʘ "ʉʝʨʚʝʨ" ʤʦʜʫʣʷ "ʉʝʨʚʝʨ ʦʧʨʦʩʘ" 

4.6.2.1.1 ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʤʦʜʫʣʷ "ʉʝʨʚʝʨ ʦʧʨʦʩʘ" ʥʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ "ʊʠʧ 

ʢʦʤʧʴʶʪʝʨʘ:" (ʨʠʩʫʥʦʢ 17): "GENERIC", "SIMATIC", "DRPC-100", " MOXA_V2400", - ʠ 

ʥʝʦʙʭʦʜʠʤʳʝ ʬʫʥʢʮʠʠ "WD:" ("Watchdog" - ʩʪʦʨʦʞʝʚʦʡ ʪʘʡʤʝʨ) ʠ/ʠʣʠ "DIO:" (ʚʩʪʨʦʝʥʥʳʝ 

ʚ ʇʕɺʄ ʜʠʩʢʨʝʪʥʳʝ ʚʭʦʜʳ/ʚʳʭʦʜʳ) ʜʣʷ ʥʝʛʦ. 

 

ʈʠʩʫʥʦʢ 17 

ʇʨʠ ʧʝʨʚʦʤ ʟʘʧʫʩʢʝ ʇʂ "WebScadaMT" ʪʠʧ ʢʦʤʧʴʶʪʝʨʘ ʦʧʨʝʜʝʣʠʪʩʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʠʧʘ ʢʦʤʧʴʶʪʝʨʘ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʬʫʥʢʮʠʠ "Watchdog" 
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ʠ/ʠʣʠ "DIO". ɼʣʷ ʪʠʧʘ "GENERIC" ʬʫʥʢʮʠʷ "DIO" ʥʝʜʦʩʪʫʧʥʘ, ʘ ʬʫʥʢʮʠʷ "Watchdog" 

ʙʫʜʝʪ ʜʦʩʪʫʧʥʘ ʥʘ ʫʨʦʚʥʝ ʜʨʘʡʚʝʨʘ ʆʉ. 

ʇʨʠ ʥʘʣʠʯʠʠ ʬʣʘʛʘ  "ɸʚʪʦʟʘʧʫʩʢ:" ʚ ʦʙʣʘʩʪʠ ʫʩʪʘʥʦʚʢʠ ʧʘʨʘʤʝʪʨʦʚ, ʧʨʠ ʟʘʛʨʫʟʢʝ 

ʢʦʤʧʴʶʪʝʨʘ ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʧʫʱʝʥʳ ʚʩʝ ʤʦʜʫʣʠ, ʫ ʢʦʪʦʨʳʭ ʪʘʢʞʝ ʫʩʪʘʥʦʚʣʝʥ 

ʬʣʘʛ  "ɸʚʪʦʟʘʧʫʩʢ". 

4.6.2.2 ɺʢʣʘʜʢʘ "ʇʘʨʘʤʝʪʨʳ" ʤʦʜʫʣʷ "ʉʝʨʚʝʨ ʦʧʨʦʩʘ"  

4.6.2.2.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ 

4.6.2.2.1.1 ɺʢʣʘʜʢʘ "ʇʘʨʘʤʝʪʨʳ" ʛʦʣʦʚʥʦʛʦ ʤʦʜʫʣʷ "ʉʝʨʚʝʨ ʦʧʨʦʩʘ" (ʨʠʩʫʥʦʢ 18) 

ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠ ʢʦʥʪʨʦʣʷ ʚʩʝʭ ʜʦʩʪʫʧʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʇʂ "WebScadaMT", 

ʚʢʣʶʯʘʷ ʧʘʨʘʤʝʪʨʳ ʧʨʦʝʢʪʘ:  

- ʢʦʣʠʯʝʩʪʚʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ; 

- ʪʝʢʫʱʝʝ ʚʨʝʤʷ ʩʝʨʚʝʨʘ; 

- ʦʯʝʨʝʜʴ (ʢʦʣʠʯʝʩʪʚʦ) ʥʝʦʙʨʘʙʦʪʘʥʥʳʭ ʚʭʦʜʥʳʭ ʠ ʚʳʭʦʜʥʳʭ ʧʘʢʝʪʦʚ ʩ ʜʘʥʥʳʤʠ; 

- ʧʘʨʘʤʝʪʨʳ ʜʠʘʛʥʦʩʪʠʢʠ ʨʘʙʦʪʳ ʢʦʤʧʣʝʢʩʘ, ʚʢʣʶʯʘʷ ʪʝʛ-ʩʦʩʪʦʷʥʠʷ (LifeBit ), 

ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʠʟʤʝʥʷʪʴʩʷ ʧʨʠ ʦʪʩʫʪʩʪʚʠʠ ʟʘʚʠʩʘʥʠʷ; 

- ʧʦʪʨʝʙʣʷʝʤʳʝ ʨʝʩʫʨʩʳ ʇʕɺʄ; 

- ʚʨʝʤʷ ʥʝʧʨʝʨʳʚʥʦʡ ʨʘʙʦʪʳ ʩʝʨʚʝʨʘ ʇʂ "WebScadaMT" ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ. 

ɺ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʨʘʩʧʦʣʦʞʝʥʘ ʦʙʣʘʩʪʴ "ɼʝʨʝʚʦ ʧʘʨʘʤʝʪʨʦʚ", ʩʛʨʫʧʧʠʨʦʚʘʥʥʦʝ ʧʦ 

ʧʨʦʪʦʢʦʣʘʤ/ʤʦʜʫʣʷʤ. ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʧʠʩʦʢ ʧʘʨʘʤʝʪʨʦʚ, ʧʨʠʥʘʜʣʝʞʘʱʠʡ 

ʚʳʙʨʘʥʥʦʤʫ ʚ ʦʙʣʘʩʪʠ "ɼʝʨʝʚʦ ʧʘʨʘʤʝʪʨʦʚ" ʧʨʦʪʦʢʦʣʫ/ʤʦʜʫʣʶ. ɺ ʚʝʨʭʥʝʡ ʯʘʩʪʠ ʥʘʭʦʜʠʪʩʷ 

ʩʪʨʦʢʘ ʬʠʣʴʪʨʘ, ʧʦʟʚʦʣʷʶʱʘʷ ʦʪʬʠʣʴʪʨʦʚʘʪʴ ʩʧʠʩʦʢ ʧʘʨʘʤʝʪʨʦʚ ʧʦ ʟʘʜʘʥʥʦʤʫ ʟʥʘʯʝʥʠʶ. 

ʌʠʣʴʪʨʘʮʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʧʦʣʷʤ "ʅʘʠʤʝʥʦʚʘʥʠʝ" ʠ "ʆʧʠʩʘʥʠʝ". 

 

ʈʠʩʫʥʦʢ 18 

ʉ ʵʪʦʡ ʚʢʣʘʜʢʠ ʧʨʠ ʥʘʣʠʯʠʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʘʚ ʫ ʢʣʠʝʥʪʘ, ʤʦʞʥʦ ʜʘʪʴ ʢʦʤʘʥʜʳ 

ʩʝʨʚʝʨʫ ʇʂ "WebScadaMT": "ʧʝʨʝʟʘʛʨʫʟʢʘ" ʠ "ʚʳʢʣʶʯʝʥʠʝ". 

ʂʘʞʜʳʡ ʧʘʨʘʤʝʪʨ ʠʤʝʝʪ ʥʘʟʚʘʥʠʝ, ʦʧʠʩʘʥʠʝ, ʟʥʘʯʝʥʠʝ, ʤʝʪʢʫ ʚʨʝʤʝʥʠ, ʬʣʘʛ 

ʢʘʯʝʩʪʚʘ ʠ ʥʘʙʦʨ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʦʧʮʠʡ. 

ʅʘʟʚʘʥʠʝ ʢʘʞʜʦʛʦ ʧʘʨʘʤʝʪʨʘ ʩʦʩʪʦʠʪ ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʯʘʩʪʝʡ, ʨʘʟʜʝʣʸʥʥʳʭ ʤʝʞʜʫ 

ʩʦʙʦʡ ʩʠʤʚʦʣʦʤ-ʨʘʟʜʝʣʠʪʝʣʝʤ. ɺ ʧʨʦʛʨʘʤʤʥʦʤ ʢʦʤʧʣʝʢʩʝ "WebScadaMT" ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʠʤʚʦʣ-ʨʘʟʜʝʣʠʪʝʣʴ "." (ʪʦʯʢʘ). ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʠʤʚʦʣʘ-ʨʘʟʜʝʣʠʪʝʣʷ ʜʘʸʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʦʪʦʙʨʘʞʘʪʴ ʜʨʝʚʦʚʠʜʥʫʶ ʩʪʨʫʢʪʫʨʫ ʧʘʨʘʤʝʪʨʦʚ, ʩʛʨʫʧʧʠʨʦʚʘʥʥʫʶ ʧʦ 

ʤʦʜʫʣʷʤ. 

ɼʝʨʝʚʦ 
ʤʦʜʫʣʝʡ 

ɼʝʨʝʚʦ 
ʧʘʨʘʤʝʪʨʦʚ 

ʌʠʣʴʪʨ ʧʘʨʘʤʝʪʨʦʚ 
ʧʦ ʦʧʠʩʘʥʠʶ 

ʂʦʤʘʥʜʳ 
ʉʝʨʚʝʨʫ ʇʂ 

"WebScadaMT" 

ɼʠʘʛʥʦʩʪʠʢʘ 

ʈʘʙʦʪʳ ʇʂ 

"WebScadaMT" 
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ʂʘʞʜʳʡ ʤʦʜʫʣʴ ʦʧʨʝʜʝʣʷʝʪ ʩʪʘʨʪʦʚʫʶ ʯʘʩʪʴ ʥʘʟʚʘʥʠʷ ʩʚʦʠʭ ʧʘʨʘʤʝʪʨʦʚ. ʅʘʧʨʠʤʝʨ, 

ʜʣʷ ʤʦʜʫʣʷ "ʆʈʉ UA (ʢʣʠʝʥʪ)" ʥʘʟʚʘʥʠʷ ʚʩʝʭ ʧʘʨʘʤʝʪʨʦʚ ʙʫʜʫʪ ʥʘʯʠʥʘʪʴʩʷ ʩʦ ʩʣʦʚʘ 

"ʆʈʉUAClient" ("OPCUAClient.127_0_0_1_48020.Subscription1.Objects.Server. EnabledFlag"). 

4.6.2.2.2 ʌʦʨʤʘʪʳ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ 

4.6.2.2.2.1 ʇʂ "WebScadaMT" ʧʨʠ ʦʙʤʝʥʝ ʠʥʬʦʨʤʘʮʠʠ ʩ ʫʩʪʨʦʡʩʪʚʘʤʠ ʤʦʞʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʦʨʤʘʪʳ ʜʘʥʥʳʭ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʝ ʚ ʪʘʙʣʠʮʝ 3. ɺ ʪʘʙʣʠʮʝ 3 ʧʨʠʚʝʜʝʥʳ ʥʝ ʚʩʝ 

ʬʦʨʤʘʪʳ ʜʘʥʥʳʭ, ʧʦʣʥʳʡ ʩʧʠʩʦʢ ʧʨʠʚʝʜʝʥ ʚ ʧʨʠʣʦʞʝʥʠʠ ɹ ʩ ʦʧʠʩʘʥʠʝʤ ʬʦʨʤʘʪʦʚ ʜʘʥʥʳʭ 

ʠ ʧʨʠʤʝʨʘʤʠ ʦʪʚʝʪʦʚ. 

ʊʘʙʣʠʮʘ 3 

ʌʦʨʤʘʪ  ʆʧʠʩʘʥʠʝ  

STRING ʉʪʨʦʢʘ ʙʘʡʪ (ʙʝʟ ʫʢʘʟʘʥʠʷ ʢʦʜʠʨʦʚʢʠ) 

STRING_ASCII ʉʪʨʦʢʘ ʙʘʡʪ (ʢʦʜʠʨʦʚʢʘ ASCII) 

STRING_UNICODE ʉʪʨʦʢʘ ʙʘʡʪ (ʢʦʜʠʨʦʚʢʘ UNICODE) 

STRING_ASCII_LE ʉʪʨʦʢʘ ʙʘʡʪ ʩ ʦʙʨʘʪʥʳʤ ʧʦʨʷʜʢʦʤ ʙʘʡʪʦʚ ʚ ʨʝʛʠʩʪʨʘʭ 

(ʢʦʜʠʨʦʚʢʘ ASCII) 

STRING_OEM ʇʨʦʠʟʚʦʣʴʥʘʷ ʩʪʨʦʢʘ ʙʘʡʪ (ʢʦʜʠʨʦʚʢʘ ʆɽʄ) 

BIT ɹʠʪʦʚʦʝ ʟʥʘʯʝʥʠʝ  

INV_BIT ʀʥʚʝʨʩʥʦʝ ʙʠʪʦʚʦʝ ʟʥʘʯʝʥʠʝ 

BOOL ɹʫʣʝʚʦ ʟʥʘʯʝʥʠʝ (2 ʙʘʡʪʘ) 

INV_BOOL ʀʥʚʝʨʩʥʦʝ ʙʫʣʝʚʦ ʟʥʘʯʝʥʠʝ (2 ʙʘʡʪʘ) 

BITARRAY ʄʘʩʩʠʚ ʙʠʪʦʚʳʭ ʟʥʘʯʝʥʠʡ 

BYTE ɹʘʡʪʦʚʦʝ ʟʥʘʯʝʥʠʝ (1 ʙʘʡʪ) 

LE_SHORT ʎʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Little-Endian (16 ʙʠʪ) 

BE_SHORT ʎʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Big-Endian (16 ʙʠʪ) 

LE_USHORT ɹʝʟʟʥʘʢʦʚʦʝ ʮʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Little-Endian 

(16 ʙʠʪ) 

BE_USHORT ɹʝʟʟʥʘʢʦʚʦʝ ʮʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Big-Endian (16 ʙʠʪ) 

BE_USHORT_SHIFT8000h ɹʝʟʟʥʘʢʦʚʦʝ ʮʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - ʧʦʩʣʝʜʦʚʘ-

ʪʝʣʴʥʦʩʪʴ Big-Endian (16 ʙʠʪ), ʢʦʜʠʨʫʝʤʦʝ ʩʦ ʩʤʝʱʝ-

ʥʠʝʤ 8000h (-32768 ʢʦʜʠʨʫʝʪʩʷ ʢʘʢ "0", "0" ʢʦʜʠʨʫʝʪʩʷ 

ʢʘʢ 8000h, 32767 ʢʦʜʠʨʫʝʪʩʷ ʢʘʢ FFFFh) 

MLE_INT ʎʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Little-Endian (32 ʙʠʪ, ʧʦʨʷʜʦʢ 

ʩʣʝʜʦʚʘʥʠʷ 2-3-0-1) 

MBE_INT ʎʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Big-Endian (32 ʙʠʪ, ʧʦʨʷʜʦʢ 

ʩʣʝʜʦʚʘʥʠʷ 1-0-3-2) 

MLE_UINT ɹʝʟʟʥʘʢʦʚʦʝ ʮʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Little-Endian 

(32 ʙʠʪ, ʧʦʨʷʜʦʢ ʩʣʝʜʦʚʘʥʠʷ 2-3-0-1) 
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ʌʦʨʤʘʪ  ʆʧʠʩʘʥʠʝ  

MBE_UINT ɹʝʟʟʥʘʢʦʚʦʝ ʮʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Big-Endian (32 ʙʠʪ, 

ʧʦʨʷʜʦʢ ʩʣʝʜʦʚʘʥʠʷ 2-0-3-2) 

LE_INT ʎʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Little-Endian (32 ʙʠʪ, ʧʦʨʷʜʦʢ 

ʩʣʝʜʦʚʘʥʠʷ 3-2-1-0) 

BE_INT ʎʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Big-Endian (32 ʙʠʪ, ʧʦʨʷʜʦʢ 

ʩʣʝʜʦʚʘʥʠʷ 0-1-2-3) 

LE_UINT ɹʝʟʟʥʘʢʦʚʦʝ ʮʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Little-Endian 

(32 ʙʠʪ, ʧʦʨʷʜʦʢ ʩʣʝʜʦʚʘʥʠʷ 3-2-1-0) 

BE_UINT ɹʝʟʟʥʘʢʦʚʦʝ ʮʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Big-Endian (32 ʙʠʪ, 

ʧʦʨʷʜʦʢ ʩʣʝʜʦʚʘʥʠʷ 0-1-2-3) 

BE_UINT64 ɹʝʟʟʥʘʢʦʚʦʝ ʮʝʣʦʯʠʩʣʝʥʥʦʝ ʟʥʘʯʝʥʠʝ - Big-Endian (64 ʙʠʪ) 

LE_FLOAT ɿʥʘʯʝʥʠʝ ʩ ʧʣʘʚʘʶʱʝʡ ʟʘʧʷʪʦʡ - ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ 

Little-Endian (32/64 ʙʠʪ) 

BE_FLOAT  ɿʥʘʯʝʥʠʝ ʩ ʧʣʘʚʘʶʱʝʡ ʟʘʧʷʪʦʡ - ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ Big-

Endian (32/64 ʙʠʪ) 

IEEE754_SP_FLOAT ɿʥʘʯʝʥʠʝ ʩ ʧʣʘʚʘʶʱʝʡ ʟʘʧʷʪʦʡ (32 ʙʠʪ) ʦʜʠʥʘʨʥʦʡ 

ʪʦʯʥʦʩʪʠ (IEEE 754) 

IEEE754_DP_FLOAT ɿʥʘʯʝʥʠʝ ʩ ʧʣʘʚʘʶʱʝʡ ʟʘʧʷʪʦʡ (64 ʙʠʪ) ʜʚʦʡʥʦʡ 

ʪʦʯʥʦʩʪʠ (IEEE 754) 

LE_SECONDS  ɿʥʘʯʝʥʠʝ ʣʦʢʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʚ ʩʝʢʫʥʜʘʭ - ʧʦʩʣʝʜʦʚʘ-

ʪʝʣʴʥʦʩʪʴ Little-Endian (2 ʙʘʡʪʘ) 

BE_SECONDS  ɿʥʘʯʝʥʠʝ ʣʦʢʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʚ ʩʝʢʫʥʜʘʭ - ʧʦʩʣʝʜʦʚʘ-

ʪʝʣʴʥʦʩʪʴ Big-Endian (2 ʙʘʡʪʘ) 

IEC_60870_5_4_TIME  ɼʘʪʘ/ʚʨʝʤʷ ʬʦʨʤʘʪ ʢʦʜʠʨʦʚʘʥʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʯʝʪʳʨʝʭ ʩʣʦʚ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʄʕʂ 60870-5-4-2004 

(8 ʙʘʡʪ) 

SIRIUS_DATETIME  ɼʘʪʘ/ʚʨʝʤʷ ʈɿɸ ʉʠʨʠʫʩ (8 ʙʘʡʪ) 

SIRIUS_TIME6_UTC ɼʘʪʘ /ʚʨʝʤʷ ʈɿɸ ʉʠʨʠʫʩ (6 ʙʘʡʪ) 

SIMENS_LONGDATETIME ɼʣʠʥʥʘʷ ʜʘʪʘ/ʚʨʝʤʷ ʈɿɸ SIMENS (12 ʙʘʡʪ) 

FILETIME  ɼʘʪʘ/ʚʨʝʤʷ (100 ʥʘʥʦʩʝʢʫʥʜʥʳʡ ʠʥʪʝʨʚʘʣ c 1 ʷʥʚʘʨʷ 1601, 

UTC) - 8 ʙʘʡʪ 

BMRZ_LE_BCD  ɼʚʦʠʯʥʦ-ʜʝʩʷʪʠʯʥʦʝ ʟʥʘʯʝʥʠʝ - Little-Endian (ɹʄʈɿ) - 

2 ʙʘʡʪʘ 

BMRZ_BE_BCD  ɼʚʦʠʯʥʦ-ʜʝʩʷʪʠʯʥʦʝ ʟʥʘʯʝʥʠʝ - Big-Endian (ɹʄʈɿ) - 

2 ʙʘʡʪʘ 

BMRZ_BE_DATETIME ɼʘʪʘ/ʚʨʝʤʷ (ɹʄʈɿ) - 8 ʙʘʡʪ 

BMRZ_LE_FIXED_16 ʌʠʢʩʠʨʦʚʘʥʥʦʝ ʟʥʘʯʝʥʠʝ ʚ ʬʦʨʤʘʪʝ Int16.Int16 (ɹʄʈɿ) - 

4 ʙʘʡʪʘ 

BMRZ_LE_FIXED_32 ʌʠʢʩʠʨʦʚʘʥʥʦʝ ʟʥʘʯʝʥʠʝ ʚ ʬʦʨʤʘʪʝ Int32.Int32 (ɹʄʈɿ) - 

8 ʙʘʡʪ 

BMRZ_LE_FIXED_64  ʌʠʢʩʠʨʦʚʘʥʥʦʝ ʟʥʘʯʝʥʠʝ ʚ ʬʦʨʤʘʪʝ Int16.Int16 = ʤʦʜʫʣʴ 

ʚʝʢʪʦʨʥʦʡ ʚʝʣʠʯʠʥʳ, Int16.Int16 = ʚʝʱʝʩʪʚʝʥʥʘʷ ʯʘʩʪʴ 

ʯʠʩʣʘ, Int16.Int16 = ʤʥʠʤʘʷ ʯʘʩʪʴ ʯʠʩʣʘ (ɹʄʈɿ) - 12 ʙʘʡʪ 

BMRZ_LE_TIME ɺʨʝʤʷ ʚ ʩʦʪʳʭ ʜʦʣʷʭ ʩʝʢʫʥʜʳ (ɹʄʈɿ) - 4 ʙʘʡʪʘ 

BMRZ_100_TIME6_UTC ɼʘʪʘ/ʚʨʝʤʷ (ɹʄʈɿ ʩʝʨʠʠ 100) - 4 ʙʘʡʪʘ 

PDP_INT int ʚ ʬʦʨʤʘʪʝ PDP - 4 ʙʘʡʪʘ (byte[1] byte [0] byte [3] 

byte [2]) 
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4.6.2.2.3 ʇʨʦʩʤʦʪʨ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ 

4.6.2.2.3.1 ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʩʣʝʜʫʝʪ ʚ ʦʙʣʘʩʪʠ "ʂʦʥʬʠʛʫʨʘʪʦʨ 

ʤʦʜʫʣʝʡ" ʠʟ ʦʙʣʘʩʪʠ ʜʝʨʝʚʘ ʤʦʜʫʣʝʡ, ʨʘʩʢʨʳʚʘʷ ʝʛʦ ʫʟʣʳ, ʚʳʙʨʘʪʴ ʪʨʝʙʫʝʤʳʡ, ʥʘʧʨʠʤʝʨ, 

"IEC 61850 (ʢʣʠʝʥʪ)" (ʨʠʩʫʥʦʢ 19). 

 

ʈʠʩʫʥʦʢ 19 

ɺ ʩʪʨʦʢʝ ʧʦʠʩʢʘ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʡ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʠʩʢʘ ʧʘʨʘʤʝʪʨʦʚ ʧʦ 

ʥʘʠʤʝʥʦʚʘʥʠʶ ʠʣʠ ʦʧʠʩʘʥʠʶ, ʩ ʮʝʣʴʶ ʙʳʩʪʨʦʛʦ ʥʘʭʦʞʜʝʥʠʷ ʪʨʝʙʫʝʤʦʛʦ ʧʘʨʘʤʝʪʨʘ, 

ʥʘʙʨʘʪʴ ʦʙʱʫʶ ʯʘʩʪʴ ʥʘʟʚʘʥʠʷ. ɺ ʦʙʣʘʩʪʠ ʧʨʦʩʤʦʪʨʘ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʦʪʦʙʨʘʟʠʪʩʷ 

ʩʧʠʩʦʢ ʧʘʨʘʤʝʪʨʦʚ, ʦʪʬʠʣʴʪʨʦʚʘʥʥʳʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʳʙʨʘʥʥʳʤ ʫʟʣʦʤ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ 

ʚ ʤʦʜʫʣʝ ʥʘʩʪʨʦʝʥ ʢʘʥʘʣ ʚʚʦʜʘ/ʚʳʚʦʜʘ ʠʥʬʦʨʤʘʮʠʠ, ʪʦ ʦʥ ʙʫʜʝʪ ʦʪʦʙʨʘʞʝʥ ʚ ʜʝʨʝʚʝ 

ʧʘʨʘʤʝʪʨʦʚ "COM5". ɽʩʣʠ ʚʳʜʝʣʠʪʴ ʢʘʥʘʣ ʚʚʦʜʘ/ʚʳʚʦʜʘ, ʥʘʞʘʚ ʣʝʚʦʡ ʢʥʦʧʢʦʡ 

ʤʘʥʠʧʫʣʪ̫ʦʨʘ "ʤʳʰɹ", ʪʦ ʚ ʦʙʣʘʩʪʠ ʧʨʦʩʤʦʪʨʘ ʟʥʘʯʝʥʠʡ ʚʳʚʝʜʫʪʩʷ ʚʩʝ ʧʘʨʘʤʝʪʨʳ, 

ʜʦʩʪʫʧʥʳʝ ʥʘ ʜʘʥʥʦʤ ʢʘʥʘʣʝ. 

ɺʩʝ ʧʘʨʘʤʝʪʨʳ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʚ ʦʢʨʫʛʣʝʥʥʦʤ ʚʠʜʝ ʜʦ ʰʝʩʪʠ ʟʥʘʢʦʚ 

ʧʦʩʣʝ ʟʘʧʷʪʦʡ. ʅʘ ʩʝʨʚʝʨʝ ʜʘʥʥʳʝ ʭʨʘʥʷʪʩʷ ʩ 15 ʟʥʘʢʘʤʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ. 

4.6.2.2.4 ɼʠʘʛʥʦʩʪʠʢʘ ʤʦʜʫʣʝʡ 

4.6.2.2.4.1 ɼʣʷ ʦʙʣʝʛʯʝʥʠʷ ʧʨʦʮʝʩʩʘ ʦʪʣʘʜʢʠ, ʥʘʩʪʨʦʡʢʠ ʇʂ "WebScadaMT", ʘ ʪʘʢʞʝ 

ʧʦʠʩʢʘ ʚʦʟʥʠʢʰʠʭ ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ ʚ ʥʝʤ, ʧʨʝʜʫʩʤʦʪʨʝʥʘ ʜʠʘʛʥʦʩʪʠʯʝʩʢʘʷ ʠʥʬʦʨʤʘʮʠʷ ʠ 

ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʧʦʣʥʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʦʤʘʥʜ. ɼʣʷ ʢʘʞʜʦʛʦ ʤʦʜʫʣʷ, ʢʘʥʘʣʘ, 

ʫʩʪʨʦʡʩʪʚʘ, ʩʝʨʚʝʨʘ ʩʦʩʪʘʚ ʜʠʘʛʥʦʩʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʥʘʙʦʨʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʦʤʘʥʜ 

ʨʘʟʣʠʯʝʥ. ɺʩʝ ʜʦʩʪʫʧʥʳʝ ʧʘʨʘʤʝʪʨʳ ʜʠʘʛʥʦʩʪʠʢʠ ʩʦʜʝʨʞʘʪʩʷ ʚ ʨʘʟʜʝʣʘʭ "Diagnostics". 

ʅʘʧʨʠʤʝʨ, ʚ ʤʦʜʫʣʝ "IEC-60870-101 (ʚʝʜʫʱʠʡ)" (ʨʠʩʫʥʦʢ 20) ʚ ʨʘʟʜʝʣʝ "Diagnostics" ʢʘʥʘʣʘ 

"COM1" ʩʦʜʝʨʞʘʪʩʷ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ:  

ʘ) ʜʠʘʛʥʦʩʪʠʢʘ ʢʘʥʘʣʘ: 

1) "ʧʝʨʠʦʜ ʦʧʨʦʩʘ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ"; 

2) "ʢʦʣʠʯʝʩʪʚʦ ʧʦʧʳʪʦʢ ʦʪʢʨʳʪʠʷ ʧʦʨʪʘ"; 

ʙ) ʜʠʘʛʥʦʩʪʠʢʘ ʢʘʞʜʦʛʦ ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ: 

1) "ʢʦʣʠʯʝʩʪʚʦ ʦʰʠʙʦʢ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ" (CRC); 

2) "ʢʦʣʠʯʝʩʪʚʦ ʦʰʠʙʦʢ ʨʘʟʙʦʨʘ ʧʘʢʝʪʘ"; 

3) "ʩʢʘʯʠʚʘʥʠʝ ʬʘʡʣʘ"; 

4) "ʢʦʣʠʯʝʩʪʚʦ ʧʨʠʥʷʪʳʭ ʧʘʢʝʪʦʚ"; 

5) "ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʦʚ ʧʝʨʝʜʘʯʠ"; 

6) "ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʜʘʥʥʳʭ ʧʘʢʝʪʦʚ"; 

7) "ʢʦʣʠʯʝʩʪʚʦ ʞʫʨʥʘʣʦʚ"; 

ʂʦʥʬʠʛʫʨʘʪʦʨ 

ʤʦʜʫʣʝʡ 

ʇʨʦʩʤʦʪʨ 

ʟʥʘʯʝʥʠʡ 

ʧʘʨʘʤʝʪʨʦʚ 

ɺʳʙʦʨ 

ʧʘʨʘʤʝʪʨʦʚ ʧʦ 

ʥʘʠʤʝʥʦʚʘʥʠʶ 
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8) "ʢʦʣʠʯʝʩʪʚʦ ʦʩʮʠʣʣʦʛʨʘʤʤ"; 

ʚ) ʜʠʘʛʥʦʩʪʠʢʘ ʧʨʦʪʦʢʦʣʘ: 

1) "ʊʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ"; 

2) "ɹʠʪ ʩʦʩʪʦʷʥʠʷ". 

 

ʈʠʩʫʥʦʢ 20 

4.6.2.2.5 ʂʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ 

4.6.2.2.5.1 ʇʘʨʘʤʝʪʨʳ, ʥʘʭʦʜʷʱʠʝʩʷ ʚ ʨʘʟʜʝʣʝ "Commands" ʠ ʠʤʝʶʱʠʝ ʪʠʧ "BOOL", 

ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʦʙʣʘʩʪʠ ʧʨʦʩʤʦʪʨʘ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʚ ʚʠʜʝ ʢʥʦʧʢʠ "ɺʳʧʦʣʥʠʪʴ" (ʨʠ-

ʩʫʥʦʢ 21). 

  

ʈʠʩʫʥʦʢ 21 

ɺʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜ, ʝʩʣʠ ʵʪʦ ʧʨʝʜʫʩʤʦʪʨʝʥʦ ʧʨʦʪʦʢʦʣʦʤ ʠ ʥʘʩʪʨʦʡʢʘʤʠ 

ʫʩʪʨʦʡʩʪʚʘ, ʤʦʞʥʦ ʥʘʙʣʶʜʘʪʴ ʧʦ ʢʚʠʪʘʥʮʠʷʤ ʧʝʨʝʜʘʯʠ.  

ʂʦʤʘʥʜʳ 

ʫʧʨʘʚʣʝʥʠʷ 

ʂʚʠʪʘʥʮʠʠ 

ʧʝʨʝʜʘʯʠ 

ʢʦʤʘʥʜ 

ʫʧʨʘʚʣʝʥʠʷ 
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4.6.3 ʇʨʦʪʦʢʦʣʳ ʦʙʤʝʥʘ 

4.6.3.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ 

4.6.3.1.1 ɺʠʜ ʩʪʨʘʥʠʮʳ ʧʨʠ ʚʳʙʨʘʥʥʦʤ ʤʦʜʫʣʝ "ʇʨʦʪʦʢʦʣʳ ʦʙʤʝʥʘ" ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ 

ʨʠʩʫʥʢʝ 22 ʠ ʧʦʟʚʦʣʷʝʪ ʦʧʝʨʘʪʦʨʫ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʝʞʠʤʝ ʨʘʙʦʪʳ ʧʨʦʪʦʢʦʣʦʚ 

ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ: ʚʢʣʶʯʝʥʥʳʭ ʘʚʪʦʟʘʧʫʩʢʝ ʠ ʨʝʞʠʤʝ ʦʪʣʘʜʢʠ. ɺʦʟʤʦʞʥʦ ʫʧʨʘʚʣʝʥʠʝ 

ʵʪʠʤʠ ʨʝʞʠʤʘʤʠ ʩ ʵʪʦʡ ʩʪʨʘʥʠʮʳ, ʫʩʪʘʥʦʚʢʦʡ ʠʣʠ ʩʥ̫ʪʠʝʤ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʬʣʘʛʦʚ. 

 

ʈʠʩʫʥʦʢ 22 

ʇʨʠ ʚʢʣʶʯʝʥʥʦʤ ʨʝʞʠʤʝ ʦʪʣʘʜʢʠ ʧʨʦʪʦʢʦʣʘ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ (ʨʠʩʫʥʦʢ 23) ʠ 

ʩʠʩʪʝʤʳ (ʨʠʩʫʥʦʢ 24) ʟʘʧʠʩʳʚʘʝʪʩʷ ʣʦʛ-ʬʘʡʣ, ʢʦʪʦʨʳʡ ʨʘʟʤʝʱʘʝʪʩʷ ʚ ʜʠʨʝʢʪʦʨʠʠ, ʚ 

ʢʦʪʦʨʫʶ ʫʩʪʘʥʦʚʣʝʥ ʇʂ "WebScadaMT" ƛ\Ȫɗɧɒɟɠɤɢɠɟɚɜɒ\ WebScadaMT\ Data\ Logs\  

WebScadaMT (ʜʣʷ ʆʉ "Windows") ʠʣʠ ʚ /var/lib/webscadamt  (ʆʉ "Linux"). 

 

ʈʠʩʫʥʦʢ 23 

ʅʘ ʚʢʣʘʜʢʝ "ʅʘʩʪʨʦʡʢʠ ʩʠʩʪʝʤʳ" ʩʪʨʘʥʠʮʳ "ɻʣʘʚʥʘʷ" (ʨʠʩʫʥʦʢ 23) ʪʘʢʞʝ 

ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʤʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʚ ʩʝʢʫʥʜʘʭ ʪʨʘʥʟʘʢʮʠʠ ʢʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ 

"ʚʳʙʦʨ/ʧʦʜʛʦʪʦʚʢʘ ï ʠʩʧʦʣʥʝʥʠʝ/ʪʝʨʤʠʥʠʨʦʚʘʥʠʝ". 

ʀʥʜʠʚʠʜʫʘʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʢʘʞʜʦʛʦ ʧʨʦʪʦʢʦʣʘ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ 

("ɸʚʪʦʟʘʧʫʩʢ:", "ʈʝʞʠʤ ʦʪʣʘʜʢʠ:" ʠ "ɿʘʧʫʩʢʘʪʴ ʥʘ ʨʝʟʝʨʚʥʦʤ ʩʝʨʚʝʨʝ:") ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʘ 

ʩʪʨʘʥʠʮʝ "ʆʧʨʦʩ" ʧʨʠ ʚʳʙʨʘʥʥʦʤ ʤʦʜʫʣʝ ʧʨʦʪʦʢʦʣʘ ʦʙʤʝʥʘ: "ʅʘʩʪʨʦʡʢʘ", "ʂʘʥʘʣʳ", 

"ʌʘʡʣʳ" (ʨʠʩʫʥʦʢ 24). ʅʘʟʥʘʯʝʥʠʝ ʠ ʦʧʠʩʘʥʠʝ ʩʪʨʘʥʠʮ ʧʨʠʚʝʜʝʥʦ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʨʘʟʜʝʣʘʭ ʥʘʩʪʦʷʱʝʛʦ ʨʫʢʦʚʦʜʩʪʚʘ. 
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ʈʠʩʫʥʦʢ 24 

ʇʨʠʥʷʪʳʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʦʪʦʙʨʘʞʘʶʪʩʷ ʥʘ ʚʢʣʘʜʢʝ "ʇʘʨʘʤʝʪʨʳ" 

(ʨʠʩʫʥʦʢ 25). 

ʇʝʨʝʜʘʯʫ ʢʦʤʘʥʜ ʫʧʨʘʚʣʝʥʠʷ ʫʩʪʨʦʡʩʪʚʦʤ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʭ ʬʘʡʣʦʤ ʦʧʠʩʘʥʠʷ, 

ʪʘʢʞʝ ʤʦʞʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʧʨʠ ʦʪʢʨʳʪʠʠ ʚʢʣʘʜʢʠ "ʇʘʨʘʤʝʪʨʳ".  

 

ʈʠʩʫʥʦʢ 25 

ʇʨʝʜʫʩʤʦʪʨʝʥ ʧʦʠʩʢ ʧʘʨʘʤʝʪʨʦʚ ʢʘʢ ʧʦ ʦʧʠʩʘʥʠʶ (ʨʠʩʫʥʦʢ 25), ʪʘʢ ʠ ʧʦ 

ʥʘʠʤʝʥʦʚʘʥʠʶ (ʨʠʩʫʥʦʢ 26). 

 

ʈʠʩʫʥʦʢ 26 

ɿʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʦʪʦʙʨʘʞʘʶʪʩʷ ʩ ʤʝʪʢʦʡ ʚʨʝʤʝʥʠ, ʧʦʣʫʯʝʥʥʦʡ ʧʦ ʧʨʦʪʦʢʦʣʫ 

ʦʙʤʝʥʘ ʠ ʧʨʠʟʥʘʢʘʤʠ (ʬʣʘʛʘʤʠ) ʢʘʯʝʩʪʚʘ. ɽʩʣʠ ʧʨʦʪʦʢʦʣ ʦʙʤʝʥʘ ʥʝ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ 

ʧʝʨʝʜʘʯʫ ʤʝʪʢʠ ʚʨʝʤʝʥʠ, ʪʦ ʧʘʨʘʤʝʪʨʫ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʤʝʪʢʘ ʚʨʝʤʝʥʠ ʇʂ "WebScadaMT" ʚ 

ʤʦʤʝʥʪ ʧʦʣʫʯʝʥʠʷ ʟʥʘʯʝʥʠʷ. 

ʂʘʞʜʳʡ ʧʨʠʟʥʘʢ ʢʘʯʝʩʪʚʘ ʧʘʨʘʤʝʪʨʘ ʠʤʝʝʪ ʩʤʳʩʣʦʚʫʶ ʥʘʛʨʫʟʢʫ ʠ ʥʘʟʥʘʯʘʝʪʩʷ 

ʤʦʜʫʣʷʤʠ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʠ ʚ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ. ʂʘʞʜʦʤʫ ʬʣʘʛʫ ʢʘʯʝʩʪʚʘ ʚ 

ʇʂ "WebScadaMT" ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʩʚʦʡ ʯʠʩʣʦʚʦʡ ʢʦʜ (ʯʠʩʣʦʚʳʝ ʢʦʜʳ ʩʦʦʪʚʝʪʩʪʚʫʶʪ 

ʧʨʦʪʦʢʦʣʫ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ "OPC"). ʉʧʠʩʦʢ ʚʩʝʭ ʜʦʩʪʫʧʥʳʭ ʬʣʘʛʦʚ ʢʘʯʝʩʪʚʘ 

ʧʨʠʚʝʜʸʥ ʚ ʪʘʙʣʠʮʝ 4. 

ʇʦʠʩʢ 

ʧʘʨʘʤʝʪʨʦʚ ʧʦ 

ʦʧʠʩʘʥʠʶ 

ɺʳʙʦʨ 

ʧʘʨʘʤʝʪʨʦʚ ʧʦ 

ʥʘʠʤʝʥʦʚʘʥʠʶ 
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ʊʘʙʣʠʮʘ 4 

ʌʣʘʛ ʢʘʯʝʩʪʚʘ ʆʧʠʩʘʥʠʝ ʂʦʜ 

Good ʍʦʨʦʰʝʝ, ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʜʘʥʥʳʭ, 

ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʚʩʝʤ ʪʨʝʙʦʚʘʥʠʷʤ ʧʨʦʪʦʢʦʣʘ ʠʟ 

ʫʩʪʨʦʡʩʪʚ ʠʣʠ ʩʪʦʨʦʥʥʠʭ ʩʠʩʪʝʤ 

192 

Good_LocalOverride ʍʦʨʦʰʝʝ, ʣʦʢʘʣʴʥʦ ʧʝʨʝʦʧʨʝʜʝʣʝʥʥʦʝ. ɼʘʥʥʦʝ 

ʢʘʯʝʩʪʚʦ ʥʘʟʥʘʯʘʝʪʩʷ ʧʘʨʘʤʝʪʨʫ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʝʛʦ 

ʟʥʘʯʝʥʠʝ ʙʳʣʦ ʧʨʠʩʚʦʝʥʦ ʚʥʝ ʝʛʦ ʨʦʜʠʪʝʣʴʩʢʦʛʦ 

ʧʨʦʪʦʢʦʣʘ. ʅʘʧʨʠʤʝʨ, ʚʚʦʜ ʥʦʚʳʭ ʟʥʘʯʝʥʠʡ ʫʩʪʘʚʦʢ 

ʦʧʝʨʘʪʦʨʦʤ 

216 

Bad ʇʣʦʭʦʝ ʦʙʱʝʝ. ʅʘʟʥʘʯʘʝʪʩʷ ʚ ʩʣʫʯʘʷʭ, ʥʝ ʦʧʠʩʘʥʥʳʭ 

ʜʘʣʝʝ 

0 

Bad_CommFailture ʇʣʦʭʦʝ, ʧʦʪʝʨʷ ʩʦʝʜʠʥʝʥʠʷ. ʅʘʟʥʘʯʘʝʪʩʷ ʧʨʠ ʦʙʨʳʚʝ 

ʩʦʝʜʠʥʝʥʠʷ/ʥʝʠʩʧʨʘʚʥʦʩʪʠ ʢʘʥʘʣʘ ʠ, ʝʩʣʠ 

ʦʪʩʫʪʩʪʚʫʝʪ ʧʦʩʣʝʜʥʝʝ ʠʟʤʝʨʝʥʥʦʝ/ʧʦʣʫʯʝʥʥʦʝ 

ʟʥʘʯʝʥʠʝ. ʅʘʧʨʠʤʝʨ, ʦʰʠʙʢʘ ʠʥʠʮʠʘʣʠʟʘʮʠʠ 

ʉʆʄ-ʧʦʨʪʘ 

24 

Bad_ConfigurationError ʇʣʦʭʦʝ, ʦʰʠʙʢʘ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʅʘʟʥʘʯʘʝʪʩʷ ʧʨʠ 

ʩʪʘʨʪʝ ʤʦʜʫʣʷ, ʧʨʠ ʥʝʩʦʦʪʚʝʪʩʪʚʠʠ ʧʘʨʘʤʝʪʨʘ *.xml, 

ʥʝʩʦʚʧʘʜʝʥʠʠ ʪʠʧʘ, ʦʪʩʫʪʩʪʚʠʠ ʚ ʧʨʦʛʨʘʤʤʥʦʤ 

ʢʦʤʧʣʝʢʩʝ "WebScadaMT". ʅʘʧʨʠʤʝʨ, ʦʪʩʫʪʩʪʚʠʝ 

ʧʘʨʘʤʝʪʨʘ, ʫʢʘʟʘʥʥʦʛʦ ʚ ʬʘʡʣʝ ʤʘʧʧʠʥʛʘ ʩʝʨʚʝʨʘ 

(*.csv) 

4 

Bad_DeviceFailure ʇʣʦʭʦʝ, ʦʪʢʘʟ ʫʩʪʨʦʡʩʪʚʘ. ʌʣʘʛ ʚʳʩʪʘʚʣʷʝʪʩʷ ʫ ʚʩʝʭ 

ʧʘʨʘʤʝʪʨʦʚ ʫʩʪʨʦʡʩʪʚʘ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʩʠʛʥʘʣʘ ʩʘʤʦʜʠʘʛʥʦʩʪʠʢʠ 

12 

   

Bad_LastKnownValue ʇʣʦʭʦʝ, ʧʦʩʣʝʜʥʝʝ ʠʟʚʝʩʪʥʦʝ ʟʥʘʯʝʥʠʝ. 

ɺʳʩʪʘʚʣʷʝʪʩʷ ʧʨʠ ʦʙʨʳʚʝ ʩʦʝʜʠʥʝʥʠʷ, ʢʘʢ ʩ 

ʫʩʪʨʦʡʩʪʚʦʤ, ʪʘʢ ʠ ʦʙʨʳʚʝ ʢʘʥʘʣʘ ʚ ʮʝʣʦʤ. ʄʝʪʢʘ 

ʚʨʝʤʝʥʠ ʧʘʨʘʤʝʪʨʘ ʩ ʪʘʢʠʤ ʢʘʯʝʩʪʚʦʤ ʚʳʩʪʘʚʣʷʝʪʩʷ 

ʚ ʤʦʤʝʥʪ ʦʙʥʘʨʫʞʝʥʠʷ ʦʙʨʳʚʘ ʦʜʠʥ ʨʘʟ 

20 

Bad_NotConnected ʇʣʦʭʦʝ, ʦʪʩʫʪʩʪʚʠʝ ʣʦʛʠʯʝʩʢʠ ʩʚʷʟʘʥʥʦʛʦ 

ʧʘʨʘʤʝʪʨʘ. ʇʨʠʤʝʥʷʝʪʩʷ ʧʨʠ ʨʘʩʯʝʪʘʭ, ʦʙʨʘʙʦʪʢʝ 

ʣʦʛʠʯʝʩʢʠʭ ʩʭʝʤ 

8 

Bad_OutOfService ʇʣʦʭʦʝ, ʠʩʢʣʶʯʝʥʦ ʠʟ ʦʧʨʦʩʘ 28 

Bad_SensorFailure ʇʣʦʭʦʝ, ʦʰʠʙʢʘ ʠʟʤʝʨʠʪʝʣʷ. ʅʘʟʥʘʯʘʝʪʩʷ ʧʨʠ 

ʚʳʭʦʜʝ ʧʘʨʘʤʝʪʨʘ ʟʘ ʫʢʘʟʘʥʥʳʡ ʜʠʘʧʘʟʦʥ 

16 

Bad_WaitingForInitialData ʇʣʦʭʦʝ, ʦʞʠʜʘʥʠʝ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʜʘʥʥʳʭ. 

ɺʳʩʪʘʚʣʷʝʪʩʷ ʚ ʤʦʤʝʥʪ ʟʘʧʫʩʢʘ 

ʧʨʦʪʦʢʦʣʘ/ʫʩʪʨʦʡʩʪʚʘ 

32 

Uncertain  ʅʝʦʧʨʝʜʝʣʝʥʥʦʝ, ʧʦ ʥʝʦʧʨʝʜʝʣʝʥʥʦʡ ʧʨʠʯʠʥʝ 64 

Uncertain_EUExceeded 
ʅʝʦʧʨʝʜʝʣʝʥʥʦʝ, ʚʳʭʦʜ ʟʘ ʧʨʝʜʝʣʳ ʝʜʠʥʠʮ 

ʠʟʤʝʨʝʥʠʷ 

84 

Uncertain_LastUsableValue ʅʝʦʧʨʝʜʝʣʝʥʥʦʝ, ʧʦʩʣʝʜʥʝʝ ʟʥʘʯʝʥʠʝ, ʧʨʠʥʷʪʦʝ ʢ 

ʠʩʧʦʣʴʟʦʚʘʥʠʶ. ɼʘʥʥʦʝ ʢʘʯʝʩʪʚʦ ʚʳʩʪʘʚʣʷʝʪʩʷ ʧʨʠ 

ʦʪʩʫʪʩʪʚʠʠ ʠʟʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʘ ʧʦʩʣʝ 

ʧʨʦʭʦʞʜʝʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʚʨʝʤʝʥʠ 

(ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʚ ʢʘʞʜʦʤ ʧʨʦʪʦʢʦʣʝ ʦʪʜʝʣʴʥʦ), ʪ.ʝ. 

ʧʦ ʠʩʪʝʯʝʥʠʠ ʚʨʝʤʝʥʠ ʞʠʟʥʠ ʧʘʨʘʤʝʪʨʘ 

68 
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Uncertain_SensorNotAccurate ʅʝʦʧʨʝʜʝʣʝʥʥʦʝ, ʥʝ ʪʦʯʥʦʝ ʟʥʘʯʝʥʠʝ. ʅʘʟʥʘʯʘʝʪʩʷ 

ʧʨʠ ʚʳʭʦʜʝ ʟʥʘʯʝʥʠʡ ʟʘ ʧʨʝʜʝʣʳ, ʥʘʧʨʠʤʝʨ, 

ʫʢʘʟʘʥʥʳʝ ʧʨʠ ʢʘʣʠʙʨʦʚʢʝ ʜʘʪʯʠʢʦʚ 

80 

Uncertain_SubNormal ʅʝʦʧʨʝʜʝʣʝʥʥʦʝ, ʚʳʟʚʘʥʥʦʝ ʦʪʩʫʪʩʪʚʠʝʤ 

ʢʘʯʝʩʪʚʝʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʜʘʥʥʳʭ 

88 

4.6.3.2 ʄʦʜʫʣʴ "Modbus RTU (ʚʝʜʫʱʠʡ)" 

4.6.3.2.1 ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ 

4.6.3.2.1.1 ʄʦʜʫʣʴ "Modbus RTU (ʚʝʜʫʱʠʡ)" ʩʦʜʝʨʞʠʪ ʨʝʘʣʠʟʘʮʠʶ ʧʨʦʪʦʢʦʣʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ "Modbus RTU" ʬʠʨʤʳ "Modicon" ʩ ʨʘʩʰʠʨʝʥʥʳʤʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤʠ ʬʫʥʢʮʠʷʤʠ, ʪʘʢʠʤʠ ʢʘʢ ʨʘʙʦʪʘ ʩ ʞʫʨʥʘʣʘʤʠ ʩʦʙʳʪʠʡ ʠ 

ʦʩʮʠʣʣʦʛʨʘʤʤʘʤʠ ʫʩʪʨʦʡʩʪʚ ʈɿɸ ʨʘʟʣʠʯʥʳʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ (ɹʄʈɿ, ʉʠʨʠʫʩ, SEPAM). 

ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʬʫʥʢʮʠʠ "Modbus RTU" ʬʠʨʤʳ "Modicon": 

- 01 (0x01) Read Coils; 

- 02 (0x02) Read Discrete Inputs; 

- 03 (0x03) Read Holding Registers; 

- 04 (0x04) Read Inputs Registers; 

- 05 (0x05) Write Single Coil; 

- 06 (0x06) Write Single Registers; 

- 15 (0x0F) Write Multiple Coils; 

- 16 (0x10) Write Multiple registers; 

- 20 (0x14) Read File Record. 

ɺ ʧʨʦʮʝʩʩʝ ʟʘʛʨʫʟʢʠ ʬʘʡʣʦʚ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʚʳʙʨʘʥʥʳʭ ʬʘʡʣʦʚ ʚʦ 

ʚʥʫʪʨʝʥʥʠʡ ʬʦʨʤʘʪ ʇʂ "WebScadaMT" (*.xml). ɽʩʣʠ ʚ ʧʨʦʮʝʩʩʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ 

ʬʘʡʣʘ/ʬʘʡʣʦʚ ʚʦʟʥʠʢʥʝʪ ʦʰʠʙʢʘ, ʚ ʧʨʘʚʦʤ ʚʝʨʭʥʝʤ ʫʛʣʫ ʦʢʥʘ ʧʦʷʚʠʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ 

ʩʦʦʙʱʝʥʠʝ. 

4.6.3.2.2 ʅʘʩʪʨʦʡʢʘ ʤʦʜʫʣʷ "Modbus RTU (ʚʝʜʫʱʠʡ)" 

4.6.3.2.2.1 ɺ ʦʙʣʘʩʪʠ "ʂʦʥʬʠʛʫʨʘʪʦʨ ʤʦʜʫʣʝʡ", ʨʘʩʢʨʳʚʘʷ ʫʟʣʳ, ʚʳʙʝʨʘʪʴ ʤʦʜʫʣʴ 

"Modbus RTU (ʚʝʜʫʱʠʡ)". 

ʅʘ ʚʢʣʘʜʢʝ "ʅʘʩʪʨʦʡʢʠ" ʤʦʜʫʣʷ "Modbus RTU (ʚʝʜʫʱʠʡ)": 

- ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʟʘʧʫʩʢʘ ʤʦʜʫʣʷ ʧʨʠ ʟʘʛʨʫʟʢʝ ʇʂ "WebScadaMT" ʚ 

ʧʦʣʝ "ɸʚʪʦʟʘʧʫʩʢ" ʫʩʪʘʥʦʚʠʪ ɹʬʣʘʛ ; 

- ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʨʝʞʠʤʘ ʦʪʣʘʜʢʠ ʫʩʪʘʥʦʚʠʪ ɹʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʬʣʘʛ . 

ʅʘʞʘʪʴ ʢʥʦʧʢʠ "ʉʦʭʨʘʥʠʪʴ" ʠ "ʉʦʭʨʘʥʠʪʴ ʧʨʦʝʢʪ", ʨʘʩʧʦʣʦʞʝʥʥʳʝ ʚ ʧʨʘʚʦʤ 

ʥʠʞʥʝʤ ʫʛʣʫ ʦʢʥʘ. 

4.6.3.2.3 ɿʘʛʨʫʟʢʘ ʬʘʡʣʘ ʦʧʠʩʘʥʠʷ ʫʩʪʨʦʡʩʪʚʘ 

4.6.3.2.3.1 ʆʙʤʝʥ ʠʥʬʦʨʤʘʮʠʡ ʩ ʫʩʪʨʦʡʩʪʚʦʤ ʦʧʨʝʜʝʣʷʝʪʩʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʤ xml-

ʬʘʡʣʦʤ ʠ ʥʘʩʪʨʦʡʢʦʡ ʢʘʥʘʣʘ. ʆʧʠʩʘʥʠʝ xml-ʬʘʡʣʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʧʨʦʩʘ ʜʣʷ ʧʨʦʪʦʢʦʣʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ MODBUS ʧʨʠʚʝʜʝʥʦ ʚ ʧʨʠʣʦʞʝʥʠʠ ɹ. 

ʏʪʦʙʳ ʟʘʛʨʫʟʠʪʴ ʬʘʡʣ ʦʧʠʩʘʥʠʷ ʨʝʛʠʩʪʨʦʚ ʫʩʪʨʦʡʩʪʚʘ ʚ ʬʦʨʤʘʪʘʭ *.mod, *.des, *.xls, 

*.xml, *.dst ʥʝʦʙʭʦʜʠʤʦ ʚ "ʂʦʥʬʠʛʫʨʘʪʦʨʝ ʤʦʜʫʣʝʡ" ʚʳʙʨʘʪʴ "Modbus RTU (ʚʝʜʫʱʠʡ)", ʚ 

ʦʙʣʘʩʪʠ ʚʢʣʘʜʦʢ ʚʳʙʨʘʪʴ ʚʢʣʘʜʢʫ "ʌʘʡʣʳ", ʥʘʞʘʪʴ ʢʥʦʧʢʫ "ɿʘʛʨʫʟʠʪʴ ʬʘʡʣ" (ʨʠʩʫʥʦʢ 27) 

ʠ ʚʳʙʨʘʪʴ ʥʫʞʥʳʡ ʬʦʨʤʘʪ: *.mod, *.des, *.xls, *.xml, *.dst. ʇʦʩʣʝ ʵʪʦʛʦ ʦʪʢʨʦʝʪʩʷ ʦʢʥʦ 

"ʆʪʢʨʳʪʠʝ", ʚ ʢʦʪʦʨʦʤ ʩʣʝʜʫʝʪ ʟʘʜʘʪʴ ʜʠʨʝʢʪʦʨʠʶ ʠ ʥʝʦʙʭʦʜʠʤʳʡ ʬʘʡʣ. ʄʦʞʥʦ ʚʳʙʨʘʪʴ 

ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʬʘʡʣʦʚ ʦʧʠʩʘʥʠʷ. 
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4.6.3.2.4 ɼʦʙʘʚʣʝʥʠʝ ʢʘʥʘʣʘ 

4.6.3.2.4.1 ɺ ʦʙʣʘʩʪʠ "ʂʦʥʬʠʛʫʨʘʪʦʨ ʤʦʜʫʣʝʡ" (ʨʠʩʫʥʦʢ 28), ʨʘʩʢʨʳʚʘʷ ʫʟʣʳ, 

ʚʳʙʨʘʪʴ ʤʦʜʫʣʴ "Modbus RTU (ʚʝʜʫʱʠʡ)". ɺ ʦʙʣʘʩʪʠ ʫʩʪʘʥʦʚʢʠ ʧʘʨʘʤʝʪʨʦʚ ʤʦʜʫʣʷ ʥʘ 

ʚʢʣʘʜʢʝ "ʂʘʥʘʣ" ʥʘʞʘʪʴ ʢʥʦʧʢʫ "ɼʦʙʘʚʠʪʴ ʢʘʥʘʣ".  

 

ʈʠʩʫʥʦʢ 28 

ɺ ʩʪʨʦʢʝ ʢʘʥʘʣʘ ʟʘʜʘʪʴ: 

- ʥʦʤʝʨ ʉʆʄ-ʧʦʨʪʘ, ʩʢʦʨʦʩʪʴ ʦʙʤʝʥʘ, ʢʦʣʠʯʝʩʪʚʦ ʙʠʪ ʜʘʥʥʳʭ ʠ ʩʪʦʧ-ʙʠʪ, 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʙʠʪʘ ʯʝʪʥʦʩʪʠ ("ʅʝʪ", "ʅʝʯʝʪ", "ʏʝʪ", "ʄʘʨʢʝʨ", "ʇʨʦʙʝʣ"); 

- ʤʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʦʪʚʝʪʘ ʦʪ ʚʝʜʦʤʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʜʣʷ ʢʦʤʘʥʜ ʯʪʝʥʠʷ 

ʧʘʨʘʤʝʪʨʦʚ ("ʊʘʡʤʘʫʪ(ʯʪʝʥʠʝ)"); 

- ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʦʪʚʝʪʘ ʦʪ ʚʝʜʦʤʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʜʣʷ ʢʦʤʘʥʜ ʟʘʧʠʩʠ ʧʘʨʘʤʝʪʨʦʚ 

("ʊʘʡʤʘʫʪ(ʟʘʧʠʩʴ)"). 

ʋʩʪʘʥʦʚʠʪ ɹʢʘʥʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʩʚʷʟʠ ʩ ʫʩʪʨʦʡʩʪʚʦʤ(-ʘʤʠ): 

ʘ) ʫʢʘʟʘʪʴ ʉʆʄ-ʧʦʨʪ (ʧʦʣʝ "ʂʘʥʘʣ"): ʚ "ʚʳʧʘʜʘʶʱʝʤ" ʩʧʠʩʢʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʪʦʣʴʢʦ 

ʩʚʦʙʦʜʥʳʝ, ʪ.ʝ. ʥʝ ʟʘʥʷʪʳʝ ʜʨʫʛʠʤʠ ʤʦʜʫʣʷʤʠ ʧʦʨʪʳ; 

ʙ) ʫʢʘʟʘʪʴ ʩʢʦʨʦʩʪʴ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ (ʧʦʣʝ "ʉʢʦʨʦʩʪʴ"); 

ʚ) ʫʢʘʟʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʙʠʪʦʚ ʜʘʥʥʳʭ (ʧʦʣʝ "ɹʠʪ ʜʘʥʥʳʭ"); 

ʛ) ʫʢʘʟʘʪʴ ʯʝʪʥʦʩʪʴ (ʧʦʣʝ "ʏʝʪʥʦʩʪʴ"); 

ʜ) ʫʢʘʟʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʩʪʦʧʦʚʳʭ ʙʠʪ (ʧʦʣʝ "ʉʪʦʧ. ʙʠʪʳ"); 

ʝ) ʫʢʘʟʘʪʴ ʚʨʝʤʷ ʥʘ ʧʦʜʛʦʪʦʚʢʫ ʫʩʪʨʦʡʩʪʚʘ ʢ ʧʨʠʝʤʫ ʩʣʝʜʫʶʱʝʛʦ ʟʘʧʨʦʩʘ (ʧʦ-

ʣʝ "ʊʘʡʤʘʫʪ(ʤʝʞʜʫ ʟʘʧʨʦʩʘʤʠ), ʤʩ:") (ʨʠʩʫʥʦʢ 29); 

ʞ) ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʦʪʚʝʪʘ ʦʪ ʚʝʜʦʤʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʜʣʷ ʢʦʤʘʥʜ ʟʘʧʠʩʠ ʧʘʨʘʤʝʪʨʦʚ 

("ʊʘʡʤʘʫʪ(ʟʘʧʠʩʴ), ʤʩ") (ʨʠʩʫʥʦʢ 30); 

ʠ) ʫʢʘʟʘʪʴ ʚʨʝʤʷ ʚ ʤʠʣʣʠʩʝʢʫʥʜʘʭ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʫʩʪʨʦʡʩʪʚʦ ʜʦʣʞʥʦ ʦʪʚʝʪʠʪʴ 

ʥʘ ʟʘʧʨʦʩ (ʧʦʣʝ "ʊʘʡʤʘʫʪ(ʯʪʝʥʠʝ), ʤʩ") (ʨʠʩʫʥʦʢ 29) ʠ ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʦʚ (ʨʠʩʫʥʦʢ 29): 

ʝʩʣʠ ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʦʪʚʝʯʘʝʪ ʥʘ ʟʘʧʨʦʩ ʟʘ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚʨʝʤʷ, ʟʘʧʨʦʩ ʧʦʚʪʦʨʷʝʪʩʷ.  ɽʩʣʠ 

ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʦʪʚʝʯʘʝʪ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʯʠʩʣʦ ʨʘʟ ʧʦʜʨʷʜ, ʦʥʦ ʩʯʠʪʘʝʪʩʷ ʥʝʠʩʧʨʘʚʥʳʤ ʠ 

ʠʩʢʣʶʯʘʝʪʩʷ ʠʟ ʦʧʨʦʩʘ ʥʘ ʚʨʝʤʷ, ʟʘʜʘʥʥʦʝ ʪʘʡʤʘʫʪʦʤ ʥʘ ʥʝʠʩʧʨʘʚʥʦʩʪʴ; 

ʅʘʩʪʨʦʡʢʘ 

ʢʘʥʘʣʦʚ 

ʋʜʘʣʝʥʠʝ 

ʢʘʥʘʣʘ 

ʋʜʘʣʝʥʠʝ 

ʢʘʥʘʣʦʚ 
































































































































































































































































































































































































































































































































































































































































































