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YBenomneHune besonacHoCcTm

O0mue creneHu s

B 2021 rogy komnaHua Microsoft packpsina unpopmaumio 06 yassumoctax 6esonacHocT CVE-2021-34527 v CVE-
2021-1675. [laHHbIM YA3BMMOCTAM NOABEPKEHbI ONepaLmnoHHble cuctemsl Microsoft Windowse®.

Npoaykuma komnanun OO0 «HTL, «MexaHOTPOHMKa», coAep)Kalias B KauyecTBe CBOEH COCTaBHOM yYactu
OnepaumnoHHyio cuctemy Microsoft Windows® moxkeT 6biTb NnogBepskeHa HeraTMBHOMY BO34eNCTBUIO CO CTOPOHDbI
SNIOYMbILWIEHHUKE NYTEM WCNO/b30BaHUA yassumocTen. lepeyeHb Tako NPOAYKUMM fpuseseH Huke. [ns
MCKIOYEeHUA TaKOW BO3MOXXHOCTU C/iefyeT PYKOBOACTBOBATLCA PEKOMEHAALMAMM A3HHOIO LOKYMEHTA.

Ceegenust 00 ySI3BHMBIX HPOAYKTAX

LUAMWUC-MT-111 ANBI.424327.111-04 2522 MICROSOFT WIN 7
LLI®PK-MT-104 ANBl.424327.104-14 2521 MICROSOFT WIN PRO 7 SP1 64Bit, P/N: FQC-04673
LHACY-MT-107 IUBr.424327.107-01 - MICROSOFT WIN PRO 7 SP1 64Bit, P/N: FQC-04673
LAWMNC-MT-111 ANBrr.424327.111-06 2558 MICROSOFT WIN 7
LLIACY-MT-107 OUBr.424327.107-02 2555 MICROSOFT WIN PRO 7 SP1 64Bit, P/N: FQC-04673
ANNC-MT-111 ANBI.424327.111-08 2558 MICROSOFT WIN 7
LUPK-MT-104 ONBI.424327.104-09 2623 MICROSOFT WIN PRO 7 SP1 64Bit, P/N: FQC-04673
LWWAMNC-MT-111 IWBr.424327.111-11 2704 MICROSOFT WIN 7
LLIOK-MT AUBI.424327.104-08 2686 MICROSOFT WIN PRO 7 SP1 64Bit, P/N: FQC-04673
LLIPK-MT-104 INBI.424327.104-24 2712 MICROSOFT WIN PRO 7 SP1 64Bit, P/N: FQC-04673
LHIAMUC-MT-111 ANBIr.424327.111-02 2847 MICROSOFT WIN 7
LHDOK-MT-104 ONBI.424327.104-10 2846 MICROSOFT WIN PRO 7 SP1 64Bit, P/N: FQC-04673
2825
LHANWC-MT-111 OUBI.424327.111-12 2828 MICROSOFT WIN 7
2831
2823
LLIDK-MT-104 [INBI.424327.104-25 2826 MICROSOFT WIN PRO 7 SP1 64Bit, P/N: FQC-04673
2829




LIDK-MT-104 AUBT.424327.104-27 2889 MICROSOFT WIN PRO 7 SP1 648Bit, P/N: FQC-04673
WAMUC-MT-111 ANBr.424327.111-14 | 2916 MICROSOFT WIN 7
LLIPK-MT-104 AUBT.424327.104-28 2915 MICROSOFT WIN PRO 7 SP1 64Bit, P/N: FQC-04673
WIdK-MT-104 MBI .424327.104-30 3008 MICROSOFT WIN PRO 7 SP1 64Bit, P/N: FQC-04673
WWAMUC-MT-111 INBr.424327.111-16 | 3036 MICROSOFT WIN 7
LLIPK-MT-104 UBr.424327.104-32 3035 MICROSOFT WIN PRO 7 SP1 64Bit
LUACY-MT-107 AUBT.424327.107-08 3043 MICROSOFT WIN PRO 7 SP1 64Bit
LIPK-MT-104 AMBr.424327.104-33 3080 MICROSOFT WIN PRO 7 SP1 64Bit
WAMUC-MT-111 IUBr.424327.111-19 | 3113 MICROSOFT WIN 7
LUDK-MT-104 AMBl.424327.104-34 3112 MICROSOFT WIN PRO 7 SP1 64Bit
LIAMUC-MT-111 IMBr.424327.111-20 | 3201 MICROSOFT WIN 7
®K-MT-104 INBr.424327.104-35 3203 MICROSOFT WIN 10 PRO, P/N: FQC-08909-D
LIDK-MT-104 AMBI.424327.104-41 3520 MICROSOFT WIN 10 PRO, P/N: FQC-08909-D
OK-MT-104 IMBr.424327.104-36.01 | . 2316 MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
®K-MT-104 IMBI.424327.104-36.20 08909-D
PK-MT-104 MBr.424327.104-36.21 | o 0 o MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
®K-MT-104 AUBT.424327.104-36.25 08909-D
OK-MT-104 IIBI 424327.104-36.26 | ... 257 MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
®K-MT-104 IMBF.424327.104-36.65 08909-D
UOK-MT-104 AMBI.424327.104-36.66 | , . 3500 MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
LdK-MT-104 AMBr.424327.104-36.70 08909-D
OK-MT-104 VBT 424327.104-36.71 | ... - MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
®K-MT-104 ANBr.424327.104-36.80 08909-D
LIOK-MT-104 ANBI.424327.104-36.81 | ...~ 2493 MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
®K-MT-104 IUBr.424327.104-37.11 08909-D
IOK-MT-104 IBr.424327.104-37.12 | .. - MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
®K-MT-104 INBI.424327.104-37.21 08909-D
PK-MT-104 ANBr.424327.104-37.22 | . . . MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
®K-MT-104 AUBT.424327.104-37.81 08909-D
OK-MT-104 AVBr.424327.104-37.82 | 3718 MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
®K-MT-104 AMBr.424327.104-38.01 08909-D
OK-MT-104 IMBT.424327.104-38.02 | . o MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
®K-MT-104 INBr.424327.104-38.38 08909-D
IOK-MT-104 IUBT.424327.104-38.39 | __ 2813 MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
®K-MT-104 INBI.424327.104-38.58 08909-D
®K-MT-104 AUBF.424327.104-38.59 3815 - 3834 MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
OK-MT-104 AMBr.424327.104-38.78 08909-D
LLIBK-MT-104 AUBT.424327.104-38.79 2835 - 3867 MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
UDK-MT-104 AMBr.424327.104-39.13 08909-D
HPK-MT-104 AMBT.424327.104-40 3814 MICROSOFT WIN 10 PRO, P/N: FQC-08909-D
LIOK-MT-104 AVBI 424327 104-45 2895 MICROSOFT WIN 10 PRO Version 1909, P/N: FQC-
08909-D
OVBT 424327 104_43 Amypckuit ITI3 3906 MICROSOFT WIN 10 PRO, P/N: FQC-08909-D




Hudopmanus 06 ya3BHEMOCTH

CVE ID: CVE-2021-34527
CVSS v.3.1 Base Score 8.8 | Critical | CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

YA3BMMOCTb Y[3/IEHHOTO BbINOMHEHUA KOAA BO3HMKAET, Korda cayskba aucnetyepa ouepeay nedaty Microsoft
Windows® (Print Spooler) HenpasuabHO BbINONHAET NPUBUAEIUPOBAHHbBIE onepaLnm ¢ daitnamu. 310YMbILLACHHMUK,
yCnewHo BOCNO/1b30BaBLINNCA YA3BUMOCTLIO, MOXKET NOBbICUTL CBOU MPUBU/IETUN.

CVE ID: CVE-2021-1675
CVSS v.3.1 Base Score 8.8 | Critical | CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

YA3BMMOCTb OnepalMoHHbix cuctem Microsoft Windows® cBsizaHa ¢ Hebe30onacHbiM ynpasneHuem npusuaeruamu.

IKCNNyaTauma  yA3BUMOCTM MOXET MNO03BO/IMTb HAPYLIMTENO, AENCTBYIOIEMY VAANEHHO, MOBLICUTL CBOU
NPUBUNETUN.

PexoMeHZanuu mo yCTpaHEHHIO YA3BHMOCTH

Microsoft Windows® s8binyctuna o6HOBNEHUs ONEpauMoOHHOM CUCTEMDI, YCTPAHAOWMNE YA3BUMOCTU ONA BCex

NpUBEAEHHbIX Bbille NPOAYKTOB. dansibi 0OHOBAEHMIM AOCTYNMHbLI Ha oduumanbHbiX cTpanuuax Microsoft no
CCbINKam:

® (VE-2021-34527 https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-34527

e (CVE-2021-1675 https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-1675

JdononnurenbHas nHGopManusd

Ona nonyvenus 6bonee noapobHoOM MHGOPMaLLMM U NOMOLLM B 3aLLMTE BalLel NPOAYKUNM, NoXKanyucra, obpaturecs
B cAy>kby nogaepkkn 000 «HTL « MexaHOTpOHMKaY.

MPABOBAA OFOBOPKA

000 «HTL «MexaHOTPOHUKa» He AaeT HUKAKUX rapaHTui TOro, YTo MPOAYKThi, NpOrpammuoe obecneyeHure Unu
ycayru Oyayt cooTBeTCcTBOBaTh TpeboBaHuam TlapTHepa, WAM UTO WUCMO/b3OBaHUE MapTHepom nNpPoOAVKTOS,
nporpammHoro obecneyeHns unam yoayr éyaet 6ecnepeboliHbiv, 6830MacHbIM WM 6e30wnbouHbiM. 000 «HTU,
«MexaHOTPOHMKa» He 33AB/IAET M He rapaHTUPyeT, YTO NPOAYKTbI, NporpammHoe obecneyeHue Uam yenyri oyayr
0€30MacCHbIMM MAU He NMOoABEPIKEHb! YA3BUMOCTAM, MOBPENXACHUAM, aTaKaM, BUpyCam, BMeLLATeNbCTBaAM, B3/IOMY
AW OPYTUM BTOPXEHUAM B cuctemy 6esonacHocTy unum Kubepyrposam, rnosatomy 000 «HTL, « MexaHOTpOHUKa»
OTKa3sbiBaeTcA OT KaKOW-1MbBO OTBETCTBEHHOCTM, B CBA3SU C 3TUM. 33 MCKIOUYEHUEM cnyyaes, kKorga OO0 «HTU
«MexaHoTpoHuKa» coobuiaetr 06 obpatHom B nucbmeHHOM ¢opme, OO0 «HTLL «MexaHOTPOHMKa» He Hecer
HUKaKUX APYTuX 06A3aTeNbCTB UK OTBETCTBEHHOCTH, B OTHOLIEHMMW MPOAYKTOB, NPOrPammHOro obecneyeHns m
ycayr, npojasaembix eto [lapTHepom. Mcnonb3ya npofyKrbl, nporpammHoe obecnedeHne waum yoayru, MapTtHep
OCO3HAET 3T OrpaHMYeHUA U CornallaeTca ¢ 7em, YTo lNapTHep NoayyYaeT AOCTyN K NpoAyKTam, NporpaMmmHOMY
obeCcneyeHnto 1 ycnyram u UCNosb3yeT MX NO CBOEMY YCMOTPEHMUIO U NoJ, CBOIO OTBETCTBEHHOCTb, a TaKKe 4To
MapTHep HeceT noNHy OTBETCTBEHHOCTb 3a JIOOOK yilepb CBOMM cucTeMam, aKTMBaM WAU CBOM yObITKM,
BO3HMKLINE B pe3yNbTaTte TaKoro 40CTyna wuin UCnoib3oBaHuA.

He OrpaHnunBan BbILLEU3I0KEHHOTO, [TapTHeP JOMKEH NPEANPUHATL, KaK MUHUMYM, Cleayioume MepbI:

(a) onepatMsHoe OOHOB/NEHWE WM DPEMOHT CBOMX CucTem, AnBO OCYLLECTBAEHWE APYIuX
COOTBETCTBYIOLIMX Mep Ha ocHose nobbix coobuweHuid o Kubepyrposax M B COOTBETCTBUM C AOBbIMU
yBEAOMAEHUAMM MK BroaneTeHAMM No Bonpocam besonacHocTy, 6yab T0 cBOBOAHO AOCTYMHbIE Ha Beb-cTpaHuue
ysegomnenus besonacHoctn OO0 «HTL, «MexaHOTPOHMKa» MO ccbinke: hitps://www.mtrele.ru/texnicheskaya-
podderzhka/informaczionnyie-pisma.htm! wan uHbIM 0b6pasom, npeaocTaBAeHHbIM MapTHepy;

(b) PerynsApHbI MOHUTOPUHT CBOMX CUCTEM Ha NpeaMeT BO3MOXHbIX Kubepyrpos;

(c) PerynapHoe npoBefeHne CKAHMPOBaAHNA HA YA3BUMOCTb CUCTEM, TECTUPOBAHME Ha BO3MOMKHOCTb
NPOHUKHOBEHUA M Apyrue NPOBEPKM Ha KubepbesonacHocTb B cBomx Cucrtem.

Ucnonb3oBaHue [laptHepom T[poaykTtoB, [lporpammHoro obecneyeHna u Yenyr: 000 «HTU
«MexaHOTPOHUKa» MOMKET MepuoamuYecKkn BbINyCKaTb OB6HOBAEHUA M KOPPEKTUPOBKM AA CBOMX MpoaykKTos,
lporpammHoro obecriedenna u Yeayr. NMaprHep 06A3aH He3ameAIMTENbHO YCTAHOBUTL /10Bble Takne OBHOBAEHUS
M KOppeKTMpoBkM ana Takmx NpoaykTos, MporpammHoOro obecneyeHus Uam YCAYT, Kak TONbKO OHU OyayT AOCTYNHbI,




B cooTBeTCTBUM C UHCTPYKUnamMU OO0 «HTL, «MexaHOTPOHMKa» No YCTaHOBKE M C UCMNO/Ib30BaHUEM NOCAEAHEN
Bepcun TlpogyktoB wmau [iporpammHoro obecneuyeHus, ecam npumeHumo. «OBHOBAEHMEe» oO3HayaeT moboe
nporpammHoe obecneyeHne, KOTOpPoe COAEPKUT UcripaBaeHue ownbok s Npoaykre, MporpamMmmHom obecrnedeHmnm
Unmn Yenyre u/vam HesHauuTeNbHble YCOBEePLLIEHCTBOBAHUSA UK A0PabOTKM A/ HUX, HO HE COAEPIKUT CYLLECTBEHHO
HOBbIX QYHKUMUK. «KoppekTupoBKa» oO3HauvaeT OBHOBMIEHUE, KOTOPOE YCTPAHAET BbIABMEHHYIO VA3BUMOCTb B
lfpoaykre, TporpammHom obecnedenun unu Ycayre. MapTHep OCO3HaeT, 4TO OTCYTCTBUE CBOEBPEMEHHOU U
Hagnexauwen ycraHoBkm O6HoBReHMIt v Koppektmposok ana MpoaykTos, fporpammuoro obecnedeHns mam
Ycnyr MoXeT NPUBECTU K TOMY, 4TO Takue MpoayKTbl, MporpammHoe obecnedeHue, yenyr unm Cnctemsl MNMapTtHepa
CTaHYT 4yBCTBUTE/IbHBIMU K onpefenieHHOMY Buay Kubepyrpos uam npuBeayT K HapyLIEHUIO BbIMOIHAEMbIX

GyHKUMK, B cnydae yero 000 «HTL «MexaHOTpOHMKa» He HeceT OTBETCTBEHHOCTb 3a /tobbie yObITKM unu yuiepb,
KOTOPbIE MOTYT BO3HMKHYTb B pe3ysibTarte 3Toro.

HACTOALWMM AOKYMEHTOM YBELOM/IAEM, YTO WMH®OPMALMA, COLEPKALIAACA B HEM, M JIOBbIE
MATEPWUANbI, CBA3AHHBIE C HUM (COBMECTHO WMMEHYEMBIE “YBEJOMJIEHMA”), MPEAHA3HAYEHbBI AN
TPEAOCTAB/IEHMA OB30PA  BbIABMIEHHOW CUTYAUMM U MPEQJIATAEMbIX MEP MO  CMSAMYEHMIO
TOCNEACTBUA, UCTNIPABNEHUIO, UCMPAB/IEHWA W/WNWN OBLLMX PEKOMEHZALMIA MO BE3OMACHOCTU U
TPEAOCTABNAIOTCA HA YCIOBUAX “KAK ECTb” BE3 KAKUX-TIMBO TAPAHTUI JIIOBOTO POJA. 000 «HTL
«MEXAHOTPOHWKA» OTKA3bIBAETCA OT BCEX TAPAHTUIA, CBA3AHHBIX C LAHHBIM YBEAOM/EHMEM. ABHbBIX
NN NPEAMNOJNIATAEMDIX, BK/IIOYASl TAPAHTUM TOBAPHOM MPUrOAHOCTU WAW MNPUFOAHOCTM NS
ONPEAENIEHHOW UE/IN. 000 «HTL, «MEXAHOTPOHMKA» HE JAET HUKAKUX FTAPAHTUIA, UTO YBEJOM/IEHME
PELLMT BO3HMKLUYIO CUTYALUIO. 000 «HTL «MEXAHOTPOHUKA» HU B KOEM C/IYYAE HE HECET
OTBETCTBEHHOCTMU 3A KAKOW-JIMBEO YLIEPE WM YBbITKW, CBASAHHBIE C HACTOALMM YBEAOMEHUEM,
BK/TIOYAA MPAMBIE, KOCBEHHbIE, CTYYAMHDBIE, YMYLLEHHYIO BbIFOAY UM CMIEUMANBHBIE YEBITKU, JANKE
EC/TN 000 «HTL, «MEXAHOTPOHMKA» BbI/IO MPEAYMPEXAEHO O BO3MOMNHOCTY TAKOFO YLUIEPBA. Bbi
MCNONBb3YETE 3TO YBEAOM/MEHWUE HA CBOWM CTPAX W PUCK, U Bbl HECETE MOJIHYIO OTBETCTBEHHOCTD 3A
NNOBOU YUIEPE BALLMM CUCTEMAM WU AKTUBAM WU APYIUE YELITKU, KOTOPBIE MOTYT BOSHMUKHYTb B
PE3Y/IBTATE UCMOJ/Ib30OBAHUA BAMM 3TOrO YBEAOMJIEHUSA. 000 «HTL, « MEXAHOTPOHUKA» OCTABJIAET 3A

COBOW MPABO OBHOBNATb WU UBMEHATH AAHHOE YBEAOMJIEHME B JIHOBOE BPEMSA U MO CBOEMY
COBCTBEHHOMY YCMOTPEHUIO.
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